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Abstr act

Thi s docunment di scusses the Border Gateway Protocol (BGP), which is
an inter-Autononmous System routing protocol

The primary function of a BGP speaking systemis to exchange network
reachability information with other BGP systens. This network
reachability information includes information on the list of

Aut ononous Systens (ASes) that reachability information traverses.
This information is sufficient for constructing a graph of AS
connectivity for this reachability fromwhich routing | oops may be
pruned, and, at the AS level, sone policy decisions may be enforced.

BGP-4 provides a set of mechanisns for supporting C assless Inter-
Domain Routing (CIDR). These mechani sms include support for
advertising a set of destinations as an IP prefix, and elimnating
the concept of network "class” within BGP. BGP-4 also introduces
mechani sns that all ow aggregation of routes, including aggregation of
AS pat hs.

Thi s docunment obsol etes RFC 1771.
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1. Introduction

The Border Gateway Protocol (BGP) is an inter-Autononous System
routing protocol

The primary function of a BGP speaking systemis to exchange network
reachability information with other BGP systems. This network
reachability information includes information on the list of

Aut ononobus Systens (ASes) that reachability information traverses.
This information is sufficient for constructing a graph of AS
connectivity for this reachability, fromwhich routing | oops may be
pruned and, at the AS |level, sone policy decisions may be enforced.

BGP-4 provides a set of mechanisnms for supporting C assless Inter-
Domai n Routing (CIDR) [RFC1518, RFC1519]. These nechani sns incl ude
support for advertising a set of destinations as an |IP prefix and
elimnating the concept of network "class" within BGP. BGP-4 al so
i ntroduces nechani sns that all ow aggregation of routes, including
aggregation of AS pat hs.

Routing information exchanged via BGP supports only the destination-
based forwardi ng paradi gm which assunes that a router forwards a
packet based solely on the destination address carried in the IP
header of the packet. This, in turn, reflects the set of policy
deci sions that can (and cannot) be enforced using BGP. BGP can
support only those policies conformng to the destination-based
forwar di ng paradi gm

1.1. Definition of Commonly Used Terns

This section provides definitions for terns that have a specific
meaning to the BGP protocol and that are used throughout the text.

Adj-RIB-In
The Adj-RIBs-In contains unprocessed routing information that has
been advertised to the local BGP speaker by its peers.

Adj - Rl B- Qut
The Adj-RIBs-Qut contains the routes for advertisenent to specific
peers by neans of the |ocal speaker’s UPDATE nessages.

Aut ononpbus Syst em ( AS)
The classic definition of an Autononpbus Systemis a set of routers
under a single technical admnistration, using an interior gateway
protocol (1GP) and comon netrics to determ ne how to route
packets within the AS, and using an inter-AS routing protocol to
determine how to route packets to other ASes. Since this classic
definition was devel oped, it has beconme common for a single AS to
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use several |GPs and, sonetines, several sets of nmetrics within an
AS. The use of the term Aut ononous System stresses the fact that,
even when multiple IGPs and netrics are used, the adm nistration
of an AS appears to other ASes to have a single coherent interior
routing plan, and presents a consistent picture of the
destinations that are reachable through it

BGP ldentifier
A 4-octet unsigned integer that indicates the BGP Identifier of
the sender of BGP nessages. A given BGP speaker sets the val ue of
its BGP ldentifier to an | P address assigned to that BGP speaker.
The value of the BGP Identifier is deterni ned upon startup and is
the same for every local interface and BGP peer

BGP speaker
A router that inplenents BGP.

EBGP
External BGP (BGP connection between external peers).

Ext ernal peer
Peer that is in a different Autononbus Systemthan the |oca
system

Feasi bl e route
An advertised route that is available for use by the recipient.

| BGP
I nternal BGP (BGP connection between internal peers).

I nternal peer
Peer that is in the same Autononous System as the | ocal system

| GP
Interior Gateway Protocol - a routing protocol used to exchange
routing information anong routers within a single Autononous
System

Loc-RI B

The Loc-RIB contains the routes that have been sel ected by the
| ocal BGP speaker’s Decision Process.

NLRI
Net wor k Layer Reachability I nformation

Rout e

A unit of information that pairs a set of destinations with the
attributes of a path to those destinations. The set of
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destinations are systens whose | P addresses are contained in one
| P address prefix carried in the Network Layer Reachability
Information (NLRI) field of an UPDATE nessage. The path is the
information reported in the path attributes field of the sane
UPDATE nessage.

R B
Routing I nformation Base.

Unf easi bl e route
A previously advertised feasible route that is no | onger avail abl e
for use.

1.2. Specification of Requirements

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. Acknow edgenent s
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jointly authored by Kirk Lougheed and Yakov Rekhter
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We would like to explicitly thank Bob Braden for the review of the
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W woul d also like to thank Bob Hi nden, Director for Routing of the
I nternet Engineering Steering Group, and the team of reviewers he
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courtesy.
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to Charl es Kunzinger, who was the IDRP editor within that group
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We woul d also Iike to thank Benjam n Abarbanel, Enke Chen, Edward
Crabbe, M ke Craren, Vincent Gllet, Eric Gay, Jeffrey Haas, Dimtry
Haski n, Stephen Kent, John Krawczyk, David LeRoy, Dan Massey,

Jonat han Natal e, Dan Pei, Mathew Ri chardson, John Scudder, John
Stewart 111, Dave Thal er, Paul Traina, Russ Wite, Curtis Villan zar
and Alex Zinin for their comments.

We would like to specially acknow edge Andrew Lange for his help in
preparing the final version of this docunent.

Finally, we would like to thank all the nmenbers of the |IDR Wrking
Goup for their ideas and the support they have given to this
docunent .

3. Sunmary of Operation

The Border Gateway Protocol (BGP) is an inter-Autononous System
routing protocol. It is built on experience gained with EGP (as
defined in [ RFCO04]) and EGP usage in the NSFNET Backbone (as
described in [RFCL092] and [ RFC1093]). For nore BGP-rel at ed
i nformati on, see [RFC1772], [RFC1930], [RFC1997], and [ RFC2858].

The primary function of a BGP speaking systemis to exchange network
reachability information with other BGP systems. This network
reachability information includes information on the list of

Aut ononobus Systens (ASes) that reachability information traverses.
This information is sufficient for constructing a graph of AS
connectivity, fromwhich routing | oops may be pruned, and, at the AS
| evel, sone policy decisions nmay be enforced.

In the context of this document, we assunme that a BGP speaker
advertises to its peers only those routes that it uses itself (in
this context, a BGP speaker is said to "use" a BG route if it is the
nost preferred BGP route and is used in forwarding). Al other cases
are outside the scope of this docunent.

In the context of this docunent, the term"I|P address"” refers to an
I P Version 4 address [ RFC791].

Routing information exchanged via BGP supports only the destination-
based forwardi ng paradi gm which assunes that a router forwards a
packet based solely on the destination address carried in the IP
header of the packet. This, in turn, reflects the set of policy

deci sions that can (and cannot) be enforced using BGP. Note that
some policies cannot be supported by the destination-based forwarding
paradi gm and thus require techni ques such as source routing (aka
explicit routing) to be enforced. Such policies cannot be enforced
using BGP either. For exanple, BGP does not enable one AS to send
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traffic to a neighboring AS for forwarding to sone destination
(reachabl e through but) beyond that nei ghboring AS, intending that
the traffic take a different route to that taken by the traffic
originating in the neighboring AS (for that sane destination). On
the ot her hand, BGP can support any policy confornming to the
destinati on-based forwardi ng paradi gm

BGP-4 provides a new set of nechanisns for supporting d assless
Inter-Domain Routing (CIDR) [RFC1518, RFC1519]. These nechani sns

i nclude support for advertising a set of destinations as an IP prefix
and elimnating the concept of a network "class" within BGP. BGP-4
al so introduces nmechani sns that allow aggregati on of routes

i ncl udi ng aggregati on of AS pat hs.

Thi s docunment uses the term ‘' Autononous Systenmi (AS) throughout. The
classic definition of an Autononobus Systemis a set of routers under
a single technical admnistration, using an interior gateway protocol
(1G) and common netrics to determ ne how to route packets within the
AS, and using an inter-AS routing protocol to determ ne howto route
packets to other ASes. Since this classic definition was devel oped,
it has beconme common for a single AS to use several |GPs and,
sonetines, several sets of metrics within an AS. The use of the term
Aut ononbus System stresses the fact that, even when nultiple | GPs and
metrics are used, the adnministration of an AS appears to other ASes
to have a single coherent interior routing plan and presents a

consi stent picture of the destinations that are reachable through it.

BGP uses TCP [ RFC793] as its transport protocol. This elimnates the
need to inplenment explicit update fragnentation, retransm ssion
acknow edgenent, and sequencing. BGP listens on TCP port 179. The
error notification nechanismused in BGP assunes that TCP supports a
"graceful" close (i.e., that all outstanding data will be delivered
before the connection is cl osed).

A TCP connection is forned between two systens. They exchange
nmessages to open and confirmthe connection paraneters.

The initial data flowis the portion of the BGP routing table that is
al l oned by the export policy, called the Adj-Ri bs-CQut (see 3.2).

I ncrenental updates are sent as the routing tables change. BGP does
not require a periodic refresh of the routing table. To allow |oca
policy changes to have the correct effect without resetting any BGP
connections, a BGP speaker SHOULD either (a) retain the current
version of the routes advertised to it by all of its peers for the
duration of the connection, or (b) nake use of the Route Refresh

ext ensi on [ RFC2918].
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KEEPAL| VE nmessages may be sent periodically to ensure that the
connection is live. NOTIFI CATI ON nessages are sent in response to

errors or special conditions. |If a connection encounters an error
condition, a NOTIFI CATION nessage is sent and the connection is
cl osed.

A peer in a different ASis referred to as an external peer, while a
peer in the same ASis referred to as an internal peer. Internal BGP
and external BGP are commonly abbreviated as | BGP and EBGP

If a particular AS has nultiple BGP speakers and is providing transit
service for other ASes, then care nust be taken to ensure a

consi stent view of routing within the AS. A consistent view of the
interior routes of the ASis provided by the I GP used within the AS.
For the purpose of this docunent, it is assuned that a consistent
view of the routes exterior to the AS is provided by having all BGP
speakers within the AS maintain IBGP with each ot her.

Thi s docunent specifies the base behavior of the BGP protocol. This
behavi or can be, and is, nodified by extension specifications. When
the protocol is extended, the new behavior is fully docunented in the
ext ensi on specifications.

3.1. Routes: Advertisenment and Storage

For the purpose of this protocol, a route is defined as a unit of
information that pairs a set of destinations with the attributes of a
path to those destinations. The set of destinations are systens
whose | P addresses are contained in one |IP address prefix that is
carried in the Network Layer Reachability Information (NLRI) field of
an UPDATE nessage, and the path is the information reported in the
path attributes field of the same UPDATE nessage

Rout es are adverti sed between BGP speakers in UPDATE nessages.
Multiple routes that have the same path attributes can be advertised
in a single UPDATE nessage by including nultiple prefixes in the NLR
field of the UPDATE nessage.

Routes are stored in the Routing Information Bases (RIBs): nanely,
the Adj-RIBs-In, the Loc-RIB, and the Adj-RIBs-Qut, as described in
Section 3. 2.

If a BGP speaker chooses to advertise a previously received route, it

MAY add to, or nodify, the path attributes of the route before
advertising it to a peer.
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BGP provi des nmechani sms by which a BGP speaker can informits peers
that a previously advertised route is no |longer available for use.
There are three nethods by which a given BGP speaker can indicate
that a route has been wi thdrawn from service

a) the IP prefix that expresses the destination for a previously
advertised route can be advertised in the W THDRAWN ROUTES
field in the UPDATE nmessage, thus marking the associated route
as being no | onger avail able for use,

b) a replacenent route with the same NLRI can be advertised, or

c) the BGP speaker connection can be closed, which inplicitly
renoves all routes the pair of speakers had advertised to each
ot her from service

Changing the attribute(s) of a route is acconplished by advertising a
repl acenent route. The replacenent route carries new (changed)
attributes and has the sane address prefix as the original route.

3.2. Routing Information Base

The Routing Information Base (RIB) within a BGP speaker consists of
three distinct parts:

a) Adj-RIBs-In: The Adj-RIBs-lIn stores routing information |earned
frominbound UPDATE messages that were received from other BGP
speakers. Their contents represent routes that are avail able
as input to the Decision Process.

b) Loc-RIB: The Loc-RIB contains the local routing information the
BGP speaker selected by applying its local policies to the
routing information contained inits Adj-RIBs-In. These are
the routes that will be used by the |ocal BGP speaker. The
next hop for each of these routes MJST be resol vabl e via the
| ocal BGP speaker’s Routing Tabl e.

c) Adj-RIBs-Qut: The Adj-RIBs-Qut stores information the | ocal BGP
speaker selected for advertisenent to its peers. The routing
information stored in the Adj-RIBs-Qut will be carried in the
| ocal BGP speaker’s UPDATE nessages and advertised to its
peers.

In summary, the Adj-RIBs-lIn contains unprocessed routing information

that has been advertised to the | ocal BGP speaker by its peers; the
Loc-RI B contains the routes that have been sel ected by the | ocal BGP
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speaker’s Decision Process; and the Adj-RIBs-Qut organi zes the routes
for advertisenent to specific peers (by neans of the |ocal speaker’s
UPDATE nessages) .

Al t hough the conceptual nobdel distinguishes between Adj-RIBs-1n,
Loc-RI B, and Adj-RIBs-Qut, this neither inplies nor requires that an
i mpl erentati on nust maintain three separate copies of the routing

i nformati on. The choice of inplenentation (for exanple, 3 copies of
the information vs 1 copy with pointers) is not constrained by the
pr ot ocol

Routing information that the BGP speaker uses to forward packets (or
to construct the forwarding table used for packet forwarding) is

mai ntained in the Routing Table. The Routing Tabl e accumnul at es
routes to directly connected networks, static routes, routes |earned
fromthe I1GP protocols, and routes | earned from BGP. Wether a
specific BGP route should be installed in the Routing Table, and
whet her a BGP route should override a route to the sane destination
installed by another source, is a local policy decision, and is not
specified in this docunent. |In addition to actual packet forwarding,
the Routing Table is used for resolution of the next-hop addresses
specified in BGP updates (see Section 5.1.3).

4. Message Formats
This section describes nmessage formats used by BGP
BGP nessages are sent over TCP connections. A nessage is processed
only after it is entirely received. The maxi num nessage size is 4096
octets. Al inplenentations are required to support this nmaxi num
message size. The snallest nessage that nay be sent consists of a
BGP header without a data portion (19 octets).

All multi-octet fields are in network byte order.
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4.1. Message Header For nat

Each nessage has a fixed-size header. There may or may not be a data
portion follow ng the header, depending on the nessage type. The
| ayout of these fields is shown bel ow

+ ON
+ OWw

1
12345678901234567829 123456789
B T T S S T I i S S e S S

0
0
+- +
+ +
+ +
| Mar ker |
+ +
T T e b i i e e s . S I SR S
[ Length Type
ot e o o i e R

Mar ker :

This 16-octet field is included for conmpatibility; it MJST be
set to all ones.

Lengt h:

This 2-octet unsigned integer indicates the total length of the
message, including the header in octets. Thus, it allows one
to locate the (Marker field of the) next nessage in the TCP
stream The value of the Length field MJST al ways be at |east
19 and no greater than 4096, and MAY be further constrained,
dependi ng on the nessage type. "padding" of extra data after
the nmessage is not allowed. Therefore, the Length field MJST
have the snall est value required, given the rest of the

nmessage

Type:

This 1-octet unsigned integer indicates the type code of the
message. This docunent defines the followi ng type codes:

- OPEN

- UPDATE

- NOTI FI CATI ON
- KEEPALI VE

AWN P

[ RFC2918] defines one nore type code.
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4.2. OPEN Message For mat

After

a TCP connection is established, the first nessage sent by each

side is an OPEN nessage. |f the OPEN nessage is acceptable, a
KEEPALI VE nessage confirnming the OPEN is sent back

In addition to the fixed-size BGP header, the OPEN nessage contains
the following fields:

0
0
+
I
+-
I
+
I
+
I
+-
I
+
I
I
I
+-

1 2 3
123 6 7890123456789012345678901
R +-+-+
Ve [

—

45
+- +-
sion
+- +

+
1

- +- T A e

+
My Aut ononous System |
T e e e S S e e S S
Hol d Ti me |
e e e e o o e S e ok o b e
BGP Identifier
B R R il ik i I N TR R TR S R T S R ik e SR TR R S R T e e
Opt Parm Len |
T R ik e e T S S e S S e R it it S SR R e S S e e

+- +-

+

. . |
Optional Paraneters (variable) [
I

+

I e I S i i S S i Sl S S S S

Ver si on:

W

This 1-octet unsigned integer indicates the protocol version
nunber of the message. The current BGP version nunber is 4.

Aut ononpbus Syst em

This 2-octet unsigned integer indicates the Autononous System
nunber of the sender

Hol d Ti ne:

Rekht er,

This 2-octet unsigned integer indicates the nunber of seconds
the sender proposes for the value of the Hold Timer. Upon
recei pt of an OPEN nessage, a BGP speaker MJST cal cul ate the
val ue of the Hold Tinmer by using the smaller of its configured
Hold Time and the Hold Tinme received in the OPEN nessage. The
Hold Time MJUST be either zero or at |east three seconds. An

i mpl ementati on MAY reject connections on the basis of the Hold
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Time. The cal cul ated val ue indi cates the maxi mum nunber of
seconds that may el apse between the recei pt of successive
KEEPALI VE and/ or UPDATE nessages from the sender.

BGP Identifier:

This 4-octet unsigned integer indicates the BGP ldentifier of
the sender. A given BGP speaker sets the value of its BGP
Identifier to an I P address that is assigned to that BGP
speaker. The value of the BGP lIdentifier is determ ned upon
startup and is the sane for every local interface and BGP peer

Optional Paraneters Length:
This 1-octet unsigned integer indicates the total |length of the
Optional Paraneters field in octets. |If the value of this
field is zero, no Optional Paraneters are present.

Optional Paraneters:
This field contains a |ist of optional paranmeters, in which

each paraneter is encoded as a <Paraneter Type, Paraneter
Length, Paraneter Value> triplet.

0 1

0123456789012345

B S I i i S S I S S S T S S

| Parm Type | Parm Length | Paraneter Value (variable)
B e T o i e e o i I

Paraneter Type is a one octet field that unanbi guously
identifies individual paranmeters. Paraneter Length is a one
octet field that contains the | ength of the Paraneter Val ue
field in octets. Paranmeter Value is a variable length field
that is interpreted according to the value of the Paraneter
Type field.

[ RFC3392] defines the Capabilities Optional Paraneter.

The m nimum | ength of the OPEN nessage is 29 octets (including the
message header).

4.3. UPDATE Message For mat
UPDATE nessages are used to transfer routing information between BGP
peers. The information in the UPDATE nessage can be used to

construct a graph that describes the relationships of the various
Aut ononpbus Systens. By applying rules to be discussed, routing
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i nformation | oops and sone ot her anomalies nmay be detected and
renoved frominter-AS routing.

An UPDATE nessage is used to advertise feasible routes that share
common path attributes to a peer, or to withdraw nultiple unfeasible
routes fromservice (see 3.1). An UPDATE nessage MAY si nmultaneously
advertise a feasible route and withdraw nultiple unfeasible routes
fromservice. The UPDATE nessage al ways includes the fixed-size BGP
header, and al so includes the other fields, as shown bel ow (note,
some of the shown fields nmay not be present in every UPDATE nessage):

| Wihdram Routes Lengih (2 octets) |
| Windraw Routes (variabie) 7 |
| Total Path Attribute Lengih (2 octets) |
| Path Attributes (variabie) T |
| Netvork Layer Reachability Information (variable) |
o m e e e oo +

Wt hdrawn Routes Lengt h:

This 2-octets unsigned integer indicates the total |ength of
the Wthdrawn Routes field in octets. |Its value allows the

I ength of the Network Layer Reachability Information field to
be determ ned, as specified bel ow

A value of O indicates that no routes are being withdrawn from
service, and that the W THDRAWN ROUTES field is not present in
thi s UPDATE message.

W t hdr awn Rout es:

This is a variable-length field that contains a list of IP
address prefixes for the routes that are being w thdrawn from
service. Each IP address prefix is encoded as a 2-tuple of the
form<length, prefix> whose fields are described bel ow

e +
| Length (1 octet) [
S +
| Prefix (variable) |
e +
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The use and the neaning of these fields are as foll ows:
a) Length:

The Length field indicates the length in bits of the IP
address prefix. A length of zero indicates a prefix that
matches all | P addresses (with prefix, itself, of zero
octets).

b) Prefix:

The Prefix field contains an | P address prefix, followed by
the m ni num nunber of trailing bits needed to nmake the end
of the field fall on an octet boundary. Note that the val ue
of trailing bits is irrelevant.

Total Path Attribute Length:

This 2-octet unsigned integer indicates the total |length of the
Path Attributes field in octets. |Its value allows the length
of the Network Layer Reachability field to be deterni ned as
speci fied bel ow

A value of 0O indicates that neither the Network Layer
Reachability Information field nor the Path Attribute field is
present in this UPDATE nessage.

Path Attri butes

A variabl e-1 ength sequence of path attributes is present in
every UPDATE nessage, except for an UPDATE nessage that carries
only the withdrawn routes. Each path attribute is a triple
<attribute type, attribute length, attribute value> of variable
| engt h.

Attribute Type is a two-octet field that consists of the

Attribute Flags octet, followed by the Attribute Type Code
octet.

+
eI
-+

The high-order bit (bit 0) of the Attribute Flags octet is the
Optional bit. It defines whether the attribute is optional (if
set to 1) or well-known (if set to 0).

Rekhter, et al. St andards Track [ Page 16]



RFC 4271

Rekht er,

BGP- 4 January 2006

The second high-order bit (bit 1) of the Attribute Flags octet
is the Transitive bit. It defines whether an optiona
attribute is transitive (if set to 1) or non-transitive (if set
to 0).

For well-known attributes, the Transitive bit MJST be set to 1.
(See Section 5 for a discussion of transitive attributes.)

The third high-order bit (bit 2) of the Attribute Flags octet
is the Partial bit. It defines whether the information
contained in the optional transitive attribute is partial (if
set to 1) or complete (if set to 0). For well-known attributes
and for optional non-transitive attributes, the Partial bit
MJUST be set to O.

The fourth high-order bit (bit 3) of the Attribute Flags octet
is the Extended Length bit. It defines whether the Attribute
Length is one octet (if set to 0) or two octets (if set to 1).

The | ower-order four bits of the Attribute Flags octet are
unused. They MJIST be zero when sent and MJST be ignored when
received.

The Attribute Type Code octet contains the Attribute Type Code.
Currently defined Attribute Type Codes are discussed in Section
5.

If the Extended Length bit of the Attribute Flags octet is set
to 0, the third octet of the Path Attribute contains the length
of the attribute data in octets.

If the Extended Length bit of the Attribute Flags octet is set

to 1, the third and fourth octets of the path attribute contain
the length of the attribute data in octets.
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The remai ning octets of the Path Attribute represent the
attribute value and are interpreted according to the Attribute
Flags and the Attribute Type Code. The supported Attribute
Type Codes, and their attribute values and uses are as foll ows:

a) ORIA N (Type Code 1):

b)

OCRIG@Nis a well-known mandatory attribute that defines the
origin of the path information. The data octet can assune
the foll owi ng val ues:

Val ue Meani ng

0 IGP - Network Layer Reachability Information
is interior to the originating AS

1 EGP - Network Layer Reachability Information
| earned via the EGP protocol [RFCO04]

2 | NCOWPLETE - Network Layer Reachability
Information | earned by sone ot her neans

Usage of this attribute is defined in 5.1. 1.
AS _PATH (Type Code 2):

AS PATH is a well-known nandatory attribute that is conmposed
of a sequence of AS path segnments. Each AS path segnent is
represented by a triple <path segnent type, path segnent

| ength, path segnment val ue>

The path segment type is a 1l-octet length field with the
foll owi ng val ues defi ned:

Val ue Segnent Type

1 AS_SET: unordered set of ASes a route in the
UPDATE nmessage has traversed

2 AS SEQUENCE: ordered set of ASes a route in
t he UPDATE nessage has traversed

The path segment length is a 1-octet length field,
cont ai ni ng the nunber of ASes (not the nunber of octets) in
the path segnment val ue fi el d.

The path segnent value field contains one or nore AS
nunmbers, each encoded as a 2-octet length field.
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Usage of this attribute is defined in 5.1.2.

NEXT_HOP (Type Code 3):

This is a well-known nmandatory attribute that defines the
(unicast) IP address of the router that SHOULD be used as
the next hop to the destinations listed in the Network Layer
Reachability Information field of the UPDATE nmessage.
Usage of this attribute is defined in 5.1.3.

MULTI _EXI T DI SC (Type Code 4):

This is an optional non-transitive attribute that is a
four-octet unsigned integer. The value of this attribute
MAY be used by a BGP speaker’s Decision Process to
discrimnate anong nultiple entry points to a neighboring
aut ononous system

Usage of this attribute is defined in 5.1.4.

LOCAL_PREF (Type Code 5):

LOCAL_PREF is a well-known attribute that is a four-octet
unsigned integer. A BGP speaker uses it to informits other
internal peers of the advertising speaker’s degree of
preference for an advertised route.

Usage of this attribute is defined in 5.1.5.

ATOM C_AGGREGATE (Type Code 6)

ATOM C_AGGREGATE is a well-known discretionary attribute of
| ength O.

Usage of this attribute is defined in 5.1.6.

AGCREGATOR ( Type Code 7)

AGCREGATOR is an optional transitive attribute of length 6
The attribute contains the |last AS nunber that formed the
aggregate route (encoded as 2 octets), followed by the IP
address of the BGP speaker that forned the aggregate route
(encoded as 4 octets). This SHOULD be the sane address as
the one used for the BGP ldentifier of the speaker

Usage of this attribute is defined in 5.1.7.
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Net wor k Layer Reachability Information:

This variable length field contains a list of |IP address
prefixes. The length, in octets, of the Network Layer
Reachability Information is not encoded explicitly, but can be
cal cul at ed as:

UPDATE message Length - 23 - Total Path Attributes Length
- Wthdrawn Routes Length

wher e UPDATE nessage Length is the value encoded in the fixed-
size BGP header, Total Path Attribute Length, and Wthdrawn
Routes Length are the val ues encoded in the variable part of

t he UPDATE nessage, and 23 is a conbined |length of the fixed-
size BGP header, the Total Path Attribute Length field, and the
W thdrawm Routes Length field.

Reachability information is encoded as one or nore 2-tuples of
the form<length, prefix> whose fields are described bel ow

o m e e e e e e e e e aa oo +
[ Length (1 octet) [
o e e iaoooooo- +
| Prefix (variable) |
o e oo +

The use and the neaning of these fields are as foll ows:
a) Length:

The Length field indicates the length in bits of the IP
address prefix. A length of zero indicates a prefix that
mat ches all | P addresses (with prefix, itself, of zero
octets).

b) Prefix:

The Prefix field contains an | P address prefix, followed by
enough trailing bits to make the end of the field fall on an
octet boundary. Note that the value of the trailing bits is
irrel evant.

The minimum | ength of the UPDATE nessage is 23 octets -- 19 octets
for the fixed header + 2 octets for the Wthdrawn Routes Length + 2
octets for the Total Path Attribute Length (the value of Wthdrawn
Routes Length is 0 and the value of Total Path Attribute Length is
0).
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An UPDATE nessage can advertise, at nost, one set of path attributes,
but nmultiple destinations, provided that the destinations share these
attributes. Al path attributes contained in a given UPDATE nessage
apply to all destinations carried in the NLRI field of the UPDATE
nessage

An UPDATE nessage can list nultiple routes that are to be w thdrawn
fromservice. Each such route is identified by its destination
(expressed as an | P prefix), which unanbiguously identifies the route
in the context of the BGP speaker - BGP speaker connection to which
it has been previously adverti sed.

An UPDATE nessage might advertise only routes that are to be

wi thdrawn from service, in which case the nessage will not include
path attributes or Network Layer Reachability |Information.

Conversely, it may advertise only a feasible route, in which case the
W THDRAWN ROUTES field need not be present.

An UPDATE nessage SHOULD NOT i nclude the same address prefix in the

W THDRAWN ROUTES and Network Layer Reachability Information fields.
However, a BGP speaker MUST be able to process UPDATE nessages in
this form A BGP speaker SHOULD treat an UPDATE nessage of this form
as though the W THDRAWN ROUTES do not contain the address prefix.

4. 4. KEEPALI VE Message For mat

BGP does not use any TCP-based, keep-alive nechanismto determne if
peers are reachable. |I|nstead, KEEPALIVE nessages are exchanged

bet ween peers often enough not to cause the Hold Tinmer to expire. A
reasonabl e maxi numti me between KEEPALIVE nmessages woul d be one third
of the Hold Tine interval. KEEPALIVE nessages MJST NOT be sent nore
frequently than one per second. An inplenentation MAY adjust the
rate at which it sends KEEPALI VE nessages as a function of the Hold
Time interval

If the negotiated Hold Tinme interval is zero, then periodi c KEEPALI VE
messages MUST NOT be sent.

A KEEPALI VE nessage consists of only the nessage header and has a
I ength of 19 octets.

4.5. NOTI FI CATI ON Message For mat

A NOTI FI CATI ON nessage is sent when an error condition is detected.
The BGP connection is closed imediately after it is sent.
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In addition to the fixed-size BGP header, the NOTIFI CATI ON nessage
contains the follow ng fields:

0 1 2 3
01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
| Error code | Error subcode | Data (vari abl e) [
B i s T T S T et S S T S I T s sl s ol ST S S S
Error Code:

This 1-octet unsigned integer indicates the type of
NOTI FI CATION. The followi ng Error Codes have been defi ned:

Error Code Synbol i ¢ Name Ref er ence
1 Message Header Error Section 6.1
2 OPEN Message Error Section 6.2
3 UPDATE Message Error Section 6.3
4 Hol d Ti ner Expired Section 6.5
5 Finite State Machine Error Section 6.6
6 Cease Section 6.7

Error subcode:

This 1-octet unsigned integer provides nore specific

i nformati on about the nature of the reported error. Each Error
Code may have one or nore Error Subcodes associated with it.

If no appropriate Error Subcode is defined, then a zero
(Unspecific) value is used for the Error Subcode field.

Message Header Error subcodes:
- Connection Not Synchroni zed.

1
2 - Bad Message Length.
3 - Bad Message Type.
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OPEN Message Error subcodes:

- Unsupported Version Nunber.

- Bad Peer AS.

- Bad BGP Identifier.
Unsupported Optional Paraneter.
- [Deprecated - see Appendi x A].
- Unacceptabl e Hold Tine.

O WNE
1

UPDATE Message Error subcodes:

- Malformed Attribute List.

- Unrecogni zed Wl l-known Attribute.
- Mssing Well-known Attribute.
- Attribute Flags Error.

- Attribute Length Error.
Invalid ORIGA N Attribute.

- [Deprecated - see Appendi x A].
- Invalid NEXT_HOP Attribute.

- Optional Attribute Error.

- Invalid Network Field.

- Mal formed AS_PATH.

POOO~NOUITRAWNPE
1

P

Dat a:

This variable-length field is used to di agnose the reason for
the NOTI FI CATION. The contents of the Data field depend upon
the Error Code and Error Subcode. See Section 6 for nore
detail s.

Note that the length of the Data field can be deternined from
the message Length field by the fornul a:

Message Length = 21 + Data Length

The minimum | ength of the NOTI FI CATI ON nessage is 21 octets
(i ncluding message header).

5. Path Attri butes

This section discusses the path attributes of the UPDATE nessage.

Path attributes fall into four separate categories:
1. Well-known mandatory.
2. Well-known discretionary.
3. Optional transitive.
4. Optional non-transitive.

Rekht er,
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BGP i npl enent ati ons MJUST recogni ze all well-known attributes. Sonme
of these attributes are mandatory and MJST be included in every
UPDATE nessage that contains NLRI. Qhers are discretionary and MAY
or MAY NOT be sent in a particul ar UPDATE nessage.

Once a BCGP peer has updated any wel |l -known attributes, it MJST pass
these attributes to its peers in any updates it transnits.

In addition to well-known attributes, each path MAY contain one or
nore optional attributes. It is not required or expected that all
BGP i npl enentati ons support all optional attributes. The handling of
an unrecogni zed optional attribute is deternined by the setting of
the Transitive bit in the attribute flags octet. Paths with
unrecogni zed transitive optional attributes SHOULD be accepted. If a
path with an unrecogni zed transitive optional attribute is accepted
and passed to other BGP peers, then the unrecogni zed transitive
optional attribute of that path MJUST be passed, along with the path,
to other BGP peers with the Partial bit in the Attribute Flags octet
set to 1. If a path with a recognized, transitive optional attribute
is accepted and passed along to other BGP peers and the Partial bit
inthe Attribute Flags octet is set to 1 by sone previous AS, it MJST
NOT be set back to O by the current AS. Unrecognized non-transitive
optional attributes MJUST be quietly ignored and not passed along to
ot her BGP peers.

New, transitive optional attributes MAY be attached to the path by
the originator or by any other BGP speaker in the path. |If they are
not attached by the originator, the Partial bit in the Attribute
Flags octet is set to 1. The rules for attaching new non-transitive
optional attributes will depend on the nature of the specific
attribute. The docunentation of each new non-transitive optiona
attribute will be expected to include such rules (the description of
the MIULTI _EXIT DI SC attribute gives an exanple). Al optiona
attributes (both transitive and non-transitive), MAY be updated (if
appropriate) by BGP speakers in the path.

The sender of an UPDATE nessage SHOULD order path attributes wi thin
t he UPDATE nessage in ascending order of attribute type. The

recei ver of an UPDATE nessage MJUST be prepared to handl e path
attributes within UPDATE nessages that are out of order

The sane attribute (attribute with the sane type) cannot appear nore

than once within the Path Attributes field of a particul ar UPDATE
nmessage
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5.

5.

5.

The mandatory category refers to an attribute that MJST be present in
bot h 1 BGP and EBGP exchanges if NLRI are contained in the UPDATE
message. Attributes classified as optional for the purpose of the
prot ocol extension nechani smmmay be purely discretionary,

di scretionary, required, or disallowed in certain contexts.

attribute EBGP | BGP
ORIG N mandat ory mandat ory
AS_PATH mandat ory mandat ory
NEXT _HOP mandat ory mandat ory
MULTI _EXIT DI SC di scretionary di scretionary
LOCAL_PREF see Section 5.1.5 required
ATOM C_AGGREGATE see Section 5.1.6 and 9.1.4
AGCGREGATOR di scretionary di scretionary

1. Path Attribute Usage

The usage of each BGP path attribute is described in the follow ng
cl auses.

1.1. ORIGN

OCRIGA N is a well-known mandatory attribute. The ORIGA N attribute is
generated by the speaker that originates the associated routing
information. |Its value SHOULD NOT be changed by any other speaker

1.2. AS_PATH

AS PATH is a well-known nandatory attribute. This attribute

i dentifies the autononmous systens through which routing information
carried in this UPDATE nessage has passed. The conponents of this
list can be AS SETs or AS SEQUENCES.

When a BGP speaker propagates a route it |earned from anot her BGP
speaker’s UPDATE nessage, it nodifies the route’'s AS PATH attribute
based on the | ocation of the BGP speaker to which the route will be
sent:

a) When a given BGP speaker advertises the route to an interna
peer, the advertising speaker SHALL NOT nodify the AS PATH
attribute associated with the route.

b) When a given BGP speaker advertises the route to an externa
peer, the advertising speaker updates the AS PATH attribute as
fol | ows:
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1) if the first path segnent of the AS PATH is of type
AS _SEQUENCE, the | ocal system prepends its own AS nunber as
the |l ast element of the sequence (put it in the |eftnost
position with respect to the position of octets in the
protocol nessage). |If the act of prepending will cause an
overflow in the AS_PATH segnent (i.e., nore than 255 ASes),
it SHOULD prepend a new segrment of type AS SEQUENCE and
prepend its own AS number to this new segnent.

2) if the first path segnent of the AS PATH is of type AS SET
the | ocal system prepends a new path segnent of type
AS SEQUENCE to the AS PATH, including its own AS nunber in
that segnent.

3) if the AS PATH is enpty, the local systemcreates a path
segnment of type AS SEQUENCE, places its own AS into that
segnment, and places that segnment into the AS PATH.

When a BGP speaker originates a route then

a) the originating speaker includes its own AS nunber in a path
segnment, of type AS SEQUENCE, in the AS PATH attribute of all
UPDATE nessages sent to an external peer. |In this case, the AS
nunber of the originating speaker’s autononous systemw || be
the only entry the path segnent, and this path segnent will be
the only segnment in the AS PATH attri bute.

b) the originating speaker includes an enpty AS PATH attribute in
al | UPDATE nessages sent to internal peers. (An enpty AS PATH
attribute is one whose length field contains the value zero).

Whenever the nodification of the AS PATH attribute calls for

i ncluding or prepending the AS nunber of the local system the |oca
system MAY i ncl ude/ prepend nore than one instance of its own AS
nunber in the AS PATH attribute. This is controlled via |oca
configuration.

.1.3.  NEXT_HOP

The NEXT_HOP is a well-known mandatory attribute that defines the IP
address of the router that SHOULD be used as the next hop to the
destinations listed in the UPDATE nessage. The NEXT_HOP attribute is
cal cul ated as foll ows:

1) When sending a nessage to an internal peer, if the route is not
| ocally originated, the BGP speaker SHOULD NOT nodify the
NEXT _HOP attribute unless it has been explicitly configured to
announce its own | P address as the NEXT_HOP. When announcing a

Rekhter, et al. St andards Track [ Page 26]



RFC 4271

2)

3)

Rekht er,

BGP- 4 January 2006

locally-originated route to an internal peer, the BGP speaker
SHOULD use the interface address of the router through which
the announced network is reachable for the speaker as the
NEXT HOP. If the route is directly connected to the speaker
or if the interface address of the router through which the
announced network is reachable for the speaker is the interna
peer’s address, then the BGP speaker SHOULD use its own |IP
address for the NEXT_HOP attribute (the address of the
interface that is used to reach the peer).

When sending a nessage to an external peer, X, and the peer is
one | P hop away fromthe speaker:

- If the route being announced was | earned froman interna
peer or is locally originated, the BGP speaker can use an
interface address of the internal peer router (or the
internal router) through which the announced network is
reachabl e for the speaker for the NEXT_HOP attribute,
provi ded that peer X shares a comon subnet with this
address. This is a formof "third party" NEXT_HOP attri bute.

- Oherwise, if the route being announced was | earned from an
external peer, the speaker can use an | P address of any
adj acent router (known fromthe recei ved NEXT _HOP attri bute)
that the speaker itself uses for local route calculation in
the NEXT_HOP attribute, provided that peer X shares a common
subnet with this address. This is a second formof "third
party" NEXT _HOP attribute.

- Oherwise, if the external peer to which the route is being
advertised shares a conmon subnet with one of the interfaces
of the announci ng BGP speaker, the speaker MAY use the IP
address associated with such an interface in the NEXT_HOP
attribute. This is known as a "first party" NEXT_HOP
attribute.

- By default (if none of the above conditions apply), the BGP
speaker SHOULD use the I P address of the interface that the
speaker uses to establish the BGP connection to peer X in the
NEXT _HOP attribute

When sending a nessage to an external peer X, and the peer is
multiple | P hops away fromthe speaker (aka "multihop EBGP'):

- The speaker MAY be configured to propagate the NEXT_HOP
attribute. 1In this case, when advertising a route that the
speaker learned fromone of its peers, the NEXT _HOP attribute
of the advertised route is exactly the sane as the NEXT_HOP
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attribute of the |earned route (the speaker does not nodify
the NEXT_HOP attribute).

- By default, the BGP speaker SHOULD use the | P address of the
interface that the speaker uses in the NEXT_HOP attribute to
establish the BGP connection to peer X

Normal |y, the NEXT_HOP attribute is chosen such that the shortest
available path will be taken. A BGP speaker MJIST be able to support
the disabling advertisenent of third party NEXT _HOP attributes in
order to handle inperfectly bridged nedia.

A route originated by a BGP speaker SHALL NOT be advertised to a peer
usi ng an address of that peer as NEXT_HOP. A BGP speaker SHALL NOT
install a route with itself as the next hop

The NEXT_HOP attribute is used by the BGP speaker to deternine the
actual outbound interface and i medi ate next-hop address that SHOULD
be used to forward transit packets to the associ ated destinations.

The i medi ate next-hop address is determ ned by performng a
recursive route | ookup operation for the IP address in the NEXT_ HOP
attribute, using the contents of the Routing Table, selecting one
entry if multiple entries of equal cost exist. The Routing Table
entry that resolves the | P address in the NEXT_HOP attribute will

al ways specify the outbound interface. |If the entry specifies an
attached subnet, but does not specify a next-hop address, then the
address in the NEXT _HOP attribute SHOULD be used as the i medi ate
next-hop address. |If the entry al so specifies the next-hop address,
this address SHOULD be used as the i medi ate next-hop address for
packet forwarding.

5.1.4. MILLTI_EXIT_D SC

The MULTI _EXIT DISCis an optional non-transitive attribute that is
i ntended to be used on external (inter-AS) links to discrininate
anong nultiple exit or entry points to the same nei ghboring AS. The
val ue of the MITI_EXIT D SC attribute is a four-octet unsigned
nunber, called a netric. Al other factors being equal, the exit
point with the lower metric SHOULD be preferred. |f received over
EBGP, the MULTI _EXIT DI SC attribute MAY be propagated over IBGP to
ot her BGP speakers within the same AS (see also 9.1.2.2). The

MULTI _EXIT_DI SC attribute received froma nei ghboring AS MUST NOT be
propagated to ot her nei ghboring ASes.

A BGP speaker MUIST i npl enent a nmechani sm (based on | oca

configuration) that allows the MIUTI _EXIT DI SC attribute to be
renoved froma route. |If a BGP speaker is configured to renove the
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MULTI _EXIT_DI SC attribute froma route, then this renoval MJST be
done prior to determ ning the degree of preference of the route and
prior to performi ng route selection (Decision Process phases 1 and
2).

An i nmpl enentation MAY al so (based on | ocal configuration) alter the
val ue of the MIUTI_EXIT DI SC attribute received over EBGP. |f a BGP
speaker is configured to alter the value of the MILTI_EXIT D SC
attribute received over EBGP, then altering the value MIST be done
prior to determ ning the degree of preference of the route and prior
to performng route selection (Decision Process phases 1 and 2). See
Section 9.1.2.2 for necessary restrictions on this.

5.1.5. LOCAL_PREF

LOCAL_PREF is a well-known attribute that SHALL be included in all
UPDATE nessages that a given BGP speaker sends to other interna
peers. A BGP speaker SHALL cal cul ate the degree of preference for
each external route based on the |ocally-configured policy, and

i nclude the degree of preference when advertising a route to its
internal peers. The higher degree of preference MIST be preferred.

A BGP speaker uses the degree of preference learned via LOCAL PREF in
its Decision Process (see Section 9.1.1).

A BGP speaker MUST NOT include this attribute in UPDATE nessages it
sends to external peers, except in the case of BGP Confederations

[ RFC3065]. If it is contained in an UPDATE nessage that is received
froman external peer, then this attribute MJST be ignored by the
recei ving speaker, except in the case of BGP Confederations

[ RFC3065] .

5.1.6. ATOM C_AGGREGATE
ATOM C AGGREGATE is a well-known discretionary attribute.

When a BGP speaker aggregates several routes for the purpose of
advertisenent to a particular peer, the AS PATH of the aggregated
route normally includes an AS SET formed fromthe set of ASes from
whi ch the aggregate was forned. |In many cases, the network

adm nistrator can deternmne if the aggregate can safely be advertised
wi thout the AS SET, and without forming route | oops.

If an aggregate excludes at |east sone of the AS nunbers present in
the AS PATH of the routes that are aggregated as a result of dropping
the AS_SET, the aggregated route, when advertised to the peer, SHOULD
i nclude the ATOM C AGGREGATE attri bute.
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A BGP speaker that receives a route with the ATOM C_AGGREGATE
attribute SHOULD NOT rempve the attribute when propagating the route
to other speakers.

A BGP speaker that receives a route with the ATOM C_AGGREGATE
attribute MJUST NOT nake any NLRI of that route nore specific (as
defined in 9.1.4) when advertising this route to other BGP speakers.

A BGP speaker that receives a route with the ATOM C_AGGREGATE
attribute needs to be aware of the fact that the actual path to
destinations, as specified in the NLRI of the route, while having the
| oop-free property, may not be the path specified in the AS PATH
attribute of the route.

5.1.7. AGGREGATOR

AGCREGATOR is an optional transitive attribute, which MAY be incl uded
in updates that are forned by aggregation (see Section 9.2.2.2). A
BGP speaker that perforns route aggregati on MAY add the AGGREGATOR
attribute, which SHALL contain its own AS nunber and |IP address. The
| P address SHOULD be the same as the BGP Identifier of the speaker.

6. BGP Error Handl i ng.

This section describes actions to be taken when errors are detected
whi | e processi ng BGP nessages.

When any of the conditions described here are detected, a
NOTI FI CATI ON nessage, with the indicated Error Code, Error Subcode,
and Data fields, is sent, and the BGP connection is closed (unless it
is explicitly stated that no NOTI FI CATI ON nmessage is to be sent and
the BGP connection is not to be closed). If no Error Subcode is
specified, then a zero MJST be used.

The phrase "the BGP connection is closed" neans the TCP connection
has been closed, the associated Adj-RI B-1n has been cleared, and al
resources for that BGP connection have been deallocated. Entries in
the Loc-RI B associated with the renote peer are marked as invalid.
The | ocal systemrecal culates its best routes for the destinations of
the routes marked as invalid. Before the invalid routes are del eted
fromthe system it advertises, to its peers, either withdraws for
the routes nmarked as invalid, or the new best routes before the
invalid routes are deleted fromthe system

Unl ess specified explicitly, the Data field of the NOTIFI CATI ON
message that is sent to indicate an error is enpty.
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6.1. Message Header Error Handling

Al'l errors detected while processing the Message Header MJST be

i ndi cated by sendi ng the NOTI FI CATI ON nessage with the Error Code
Message Header Error. The Error Subcode el aborates on the specific
nature of the error.

The expected val ue of the Marker field of the nmessage header is all
ones. |If the Marker field of the nessage header is not as expected,
then a synchronization error has occurred and the Error Subcode MJST
be set to Connection Not Synchronized.

If at | east one of the following is true:

if the Length field of the nmessage header is less than 19 or
greater than 4096, or

- if the Length field of an OPEN nessage is |less than the m ni num
| ength of the OPEN nessage, or

if the Length field of an UPDATE nessage is |l ess than the
m ni num | ength of the UPDATE nessage, or

- if the Length field of a KEEPALIVE nessage is not equal to 19,
or

if the Length field of a NOTI FI CATI ON nessage is |l ess than the
m ni mum | engt h of the NOTI FI CATI ON nessage,

then the Error Subcode MJUST be set to Bad Message Length. The Data
field MIUST contain the erroneous Length field.

If the Type field of the nmessage header is not recogni zed, then the
Error Subcode MJST be set to Bad Message Type. The Data field MJIST
contain the erroneous Type field.

6.2. OPEN Message Error Handling

Al'l errors detected while processing the OPEN nmessage MJST be

i ndi cated by sendi ng the NOTI FI CATI ON nessage with the Error Code
OPEN Message Error. The Error Subcode el aborates on the specific
nature of the error.

If the version nunber in the Version field of the received OPEN
message i s not supported, then the Error Subcode MJST be set to
Unsupported Version Nunber. The Data field is a 2-octet unsigned

i nteger, which indicates the |largest, |ocally-supported version
nunmber | ess than the version the renote BGP peer bid (as indicated in
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the received OPEN nessage), or if the smallest, locally-supported
versi on nunber is greater than the version the renote BGP peer bid,
then the smallest, |ocally-supported version nunber.

If the Autononous Systemfield of the OPEN nessage i s unacceptabl e,
then the Error Subcode MJUST be set to Bad Peer AS. The determ nation
of acceptabl e Autononmous System nunbers is outside the scope of this
pr ot ocol .

If the Hold Tinme field of the OPEN nessage is unacceptable, then the
Error Subcode MJST be set to Unacceptable Hold Tinme. An

i mpl ement ati on MUST reject Hold Tine values of one or two seconds.

An inplenentation MAY reject any proposed Hold Tinme. An

i mpl ementation that accepts a Hold Tinme MJST use the negotiated val ue
for the Hold Tine.

If the BGP ldentifier field of the OPEN nessage is syntactically
incorrect, then the Error Subcode MJST be set to Bad BGP Identifier.
Syntactic correctness nmeans that the BGP ldentifier field represents
a valid unicast |IP host address.

If one of the Optional Paraneters in the OPEN nessage i s not
recogni zed, then the Error Subcode MJUST be set to Unsupported
Optional Paraneters.

If one of the Optional Parameters in the OPEN nessage is recognized,
but is malfornmed, then the Error Subcode MJST be set to O
(Unspecific).

6.3. UPDATE Message Error Handling

Al'l errors detected while processing the UPDATE nessage MJST be

i ndi cated by sendi ng the NOTI FI CATI ON nessage with the Error Code
UPDATE Message Error. The error subcode el aborates on the specific
nature of the error.

Error checking of an UPDATE nessage begi ns by exam ning the path
attributes. |If the Wthdrawn Routes Length or Total Attribute Length
is too large (i.e., if Wthdrawn Routes Length + Total Attribute
Length + 23 exceeds the nmessage Length), then the Error Subcode MJST
be set to Malfornmed Attribute List.

If any recognized attribute has Attribute Flags that conflict with
the Attribute Type Code, then the Error Subcode MJST be set to
Attribute Flags Error. The Data field MJST contain the erroneous
attribute (type, length, and val ue).
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If any recogni zed attribute has an Attribute Length that conflicts
with the expected length (based on the attribute type code), then the
Error Subcode MJST be set to Attribute Length Error. The Data field
MUST contain the erroneous attribute (type, length, and val ue).

If any of the well-known rmandatory attributes are not present, then
the Error Subcode MJUST be set to Mssing Well-known Attribute. The
Data field MJUST contain the Attribute Type Code of the m ssing,

wel | -known attribute.

If any of the well-known mandatory attributes are not recognized,
then the Error Subcode MJST be set to Unrecogni zed Wl I -known
Attribute. The Data field MJST contain the unrecogni zed attribute
(type, length, and val ue).

If the ORIG@ N attribute has an undefined value, then the Error Sub-
code MJST be set to Invalid Oigin Attribute. The Data field MJST
contain the unrecogni zed attribute (type, length, and val ue).

If the NEXT_HOP attribute field is syntactically incorrect, then the
Error Subcode MJST be set to Invalid NEXT _HOP Attribute. The Data
field MIUST contain the incorrect attribute (type, length, and val ue).
Syntactic correctness nmeans that the NEXT_HOP attribute represents a
valid | P host address.

The 1P address in the NEXT_HOP MJUST neet the following criteria to be
consi dered semantically correct:

a) It MJUST NOT be the I P address of the receiving speaker.

b) In the case of an EBGP, where the sender and receiver are one
I P hop away from each other, either the I P address in the
NEXT_HOP MUST be the sender’s | P address that is used to
establish the BGP connection, or the interface associated with
the NEXT_HOP | P address MUST share a comon subnet with the
recei ving BGP speaker.

If the NEXT_HOP attribute is semantically incorrect, the error SHOULD
be | ogged, and the route SHOULD be ignored. 1In this case, a
NOTI FI CATI ON nessage SHOULD NOT be sent, and the connection SHOULD
NOT be cl osed.

The AS PATH attribute is checked for syntactic correctness. |If the

path is syntactically incorrect, then the Error Subcode MIST be set
to Mal formed AS PATH.
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I f the UPDATE nessage is received froman external peer, the |oca
system MAY check whether the leftnmost (with respect to the position
of octets in the protocol nmessage) AS in the AS PATH attribute is
equal to the autononous system nunber of the peer that sent the
message. |If the check determines this is not the case, the Error
Subcode MUJST be set to Mal formed AS PATH.

If an optional attribute is recognized, then the value of this
attribute MJST be checked. |If an error is detected, the attribute
MUST be di scarded, and the Error Subcode MJUST be set to Optional
Attribute Error. The Data field MJST contain the attribute (type,
I engt h, and val ue).

If any attribute appears nore than once in the UPDATE nmessage, then
the Error Subcode MJUST be set to Malfornmed Attribute List.

The NLRI field in the UPDATE nessage is checked for syntactic
validity. |If the field is syntactically incorrect, then the Error
Subcode MUST be set to Invalid Network Field.

If a prefix in the NLRI field is semantically incorrect (e.g., an
unexpected nulticast |IP address), an error SHOULD be | ogged | ocally,
and the prefix SHOULD be ignored.

An UPDATE nessage that contains correct path attributes, but no NLRI,
SHALL be treated as a valid UPDATE nessage

6. 4. NOTI FI CATI ON Message Error Handling

If a peer sends a NOTI FI CATI ON nmessage, and the receiver of the
message detects an error in that nessage, the receiver cannot use a
NOTI FI CATI ON nessage to report this error back to the peer. Any such
error (e.g., an unrecognized Error Code or Error Subcode) SHOULD be
noticed, logged locally, and brought to the attention of the

adm nistration of the peer. The neans to do this, however, lies

out side the scope of this docunent.

6.5. Hold Timer Expired Error Handling

If a system does not receive successive KEEPALI VE, UPDATE, and/or

NOTI FI CATI ON nessages within the period specified in the Hold Tine
field of the OPEN nessage, then the NOTIFlI CATI ON nessage with the

Hold Timer Expired Error Code is sent and the BGP connection is

cl osed.
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6.6. Finite State Machine Error Handling

Any error detected by the BGP Finite State Machine (e.g., receipt of
an unexpected event) is indicated by sending the NOTIFI CATI ON nessage
with the Error Code Finite State Machine Error.

6.7. Cease

In the absence of any fatal errors (that are indicated in this
section), a BGP peer MAY choose, at any given tine, to close its BGP
connection by sending the NOTI FI CATI ON nessage with the Error Code
Cease. However, the Cease NOTI FI CATI ON nessage MUST NOT be used when
a fatal error indicated by this section does exist.

A BGP speaker MAY support the ability to inpose a |ocally-configured,
upper bound on the nunber of address prefixes the speaker is willing
to accept froma neighbor. Wen the upper bound is reached, the
speaker, under control of |ocal configuration, either (a) discards
new address prefixes fromthe nei ghbor (while maintaining the BG
connection with the neighbor), or (b) term nates the BGP connection
with the neighbor. |If the BGP speaker decides to terminate its BGP
connection with a nei ghbor because the nunber of address prefixes
recei ved fromthe nei ghbor exceeds the | ocally-configured, upper
bound, then the speaker MJST send the nei ghbor a NOTI FI CATI ON nessage
with the Error Code Cease. The speaker MAY also log this locally.

6. 8. BGP Connection Collision Detection

If a pair of BGP speakers try to establish a BGP connection with each
ot her sinmultaneously, then two parallel connections well be forned.

If the source | P address used by one of these connections is the sane
as the destination | P address used by the other, and the destination

| P address used by the first connection is the sane as the source IP

address used by the other, connection collision has occurred. |In the
event of connection collision, one of the connections MJIST be cl osed.

Based on the value of the BGP ldentifier, a convention is established
for detecting which BGP connection is to be preserved when a
collision occurs. The convention is to conpare the BGP Identifiers
of the peers involved in the collision and to retain only the
connection initiated by the BGP speaker with the higher-val ued BGP

I dentifier.

Upon recei pt of an OPEN nessage, the local system MJUST exani ne all of
its connections that are in the OpenConfirmstate. A BGP speaker NMNAY
al so exam ne connections in an QpenSent state if it knows the BGP
Identifier of the peer by neans outside of the protocol. If, anobng

t hese connections, there is a connection to a renote BGP speaker
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whose BGP ldentifier equals the one in the OPEN nessage, and this
connection collides with the connection over which the OPEN nessage
is received, then the local systemperforns the follow ng collision
resol uti on procedure:

1) The BGP ldentifier of the local systemis conpared to the BGP
Identifier of the renpte system (as specified in the OPEN
message). Conparing BGP Identifiers is done by converting them
to host byte order and treating them as 4-octet unsigned
i ntegers.

2) If the value of the local BGP lIdentifier is less than the
renote one, the local systemcloses the BGP connection that
al ready exists (the one that is already in the OpenConfirm
state), and accepts the BGP connection initiated by the renote
system

3) O herwise, the local systemcloses the newy created BGP
connection (the one associated with the newy recei ved OPEN
message), and continues to use the existing one (the one that
is already in the OpenConfirmstate).

Unl ess all owed via configuration, a connection collision with an
exi sting BGP connection that is in the Established state causes
closing of the newly created connection

Not e that a connection collision cannot be detected with connections
that are in Idle, Connect, or Active states.

Closing the BGP connection (that results fromthe collision
resol ution procedure) is acconplished by sending the NOTIFlI CATI ON
message with the Error Code Cease

7. BGP Version Negotiation

BGP speakers MAY negotiate the version of the protocol by making
multiple attenpts at opening a BGP connection, starting with the

hi ghest versi on nunber each BGP speaker supports. |[If an open attenpt
fails with an Error Code, OPEN Message Error, and an Error Subcode,
Unsupported Version Nunber, then the BGP speaker has avail abl e the
versi on nunber it tried, the version nunber its peer tried, the
version nunber passed by its peer in the NOTIFI CATI ON message, and
the version nunbers it supports. |If the two peers do support one or
nmore conmon versions, then this will allow themto rapidly determ ne
t he hi ghest common version. In order to support BGP version

negoti ation, future versions of BG MJST retain the format of the
OPEN and NOTI FI CATI ON nessages.
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8.

BGP Finite State Machi ne (FSM

The data structures and FSM described in this docunent are concept ual
and do not have to be inplenented precisely as described here, as

Il ong as the inplenentations support the described functionality and
they exhibit the same externally visible behavior.

This section specifies the BGP operation in terns of a Finite State
Machine (FSM. The section falls into two parts:

1) Description of Events for the State nachine (Section 8.1)
2) Description of the FSM (Section 8. 2)

Session attributes required (mandatory) for each connection are:

1) State

2) Connect RetryCount er
3) Connect RetryTi mer
4) Connect RetryTime

5) Hol dTi ner

6) Hol dTi ne

7) KeepaliveTi mer

8) Keepal i veTi ne

The state session attribute indicates the current state of the BGP
FSM  The Connect RetryCounter indicates the nunber of tinmes a BGP
peer has tried to establish a peer session.

The mandatory attributes related to timers are described in Section
10. Each tinmer has a "tinmer" and a "tine" (the initial value).

The optional Session attributes are listed below These optional
attributes may be supported, either per connection or per |ocal
system

1) Accept Connecti onsUnconfi gur edPeers
2) Al owAut omaticStart
3) All owAut omati cSt op
4) Col |i si onDet ect Est abl i shedSt ate
5) DanpPeer Gscil |l ati ons
6) Del ayQpen
7) Del ayQpenTi e
8) Del ayOpenTi ner
9) Idl eHol dTi ne
10) 1dl eHol dTi mer
11) PassiveTcpEst abl i shnent
12) SendNOTI FI CATI ON\wi t hout OPEN
13) TrackTcpState
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The optional session attributes support different features of the BGP
functionality that have inplications for the BGP FSM state
transitions. Two groups of the attributes which relate to tiners
are:

group 1. Del ayOpen, Del ayOpenTi me, Del ayOpenTi ner
group 2: DanpPeerGscill ations, |dleHol dTime, IdleHoldTimer

The first paranmeter (DelayOpen, DanpPeerGscillations) is an optional
attribute that indicates that the Tinmer function is active. The
"Time" value specifies the initial value for the "Tiner"

(Del ayQpenTine, |dleHoldTinme). The "Timer" specifies the actual
timer.

Pl ease refer to Section 8.1.1 for an explanation of the interaction
bet ween these optional attributes and the events signaled to the
state machine. Section 8.2.1.3 also provides a short overview of the
different types of optional attributes (flags or tiners).

8.1. Events for the BGP FSM
8.1.1. Optional Events Linked to Optional Session Attributes

The Inputs to the BGP FSM are events. Events can either be mandatory
or optional. Some optional events are linked to optional session
attributes. Optional session attributes enable several groups of FSM
functionality.

The |inkage between FSM functionality, events, and the optional
session attributes are described bel ow.

Goup 1: Automatic Administrative Events (Start/ Stop)

Optional Session Attributes: AllowAutomaticStart,
Al | owAut onmat i cSt op,
DanpPeer Gsci | | ati ons,
| dl eHol dTi ne, |dl eHol dTi mer

Option 1: Al'l owAut omati cStart

Description: A BGP peer connection can be started and stopped
by admi nistrative control. This admnistrative
control can either be nanual, based on operator
i ntervention, or under the control of |ogic that
is specific to a BGP inplenmentation. The term
"automatic" refers to a start being issued to the
BGP peer connection FSM when such | ogic determn nes
that the BGP peer connection should be restarted.
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The AllowAutomaticStart attribute specifies that
this BGP connection supports automatic starting of
the BGP connection

If the BGP inpl enentation supports

Al l owAut omati cStart, the peer may be repeatedly
restarted. Three other options control the rate
at which the automatic restart occurs:
DanpPeer Gsci | | ati ons, 1dl eHol dTi me, and the

| dl eHol dTi ner .

The DanpPeerGscillations option specifies that the
i mpl enent ati on engages additional logic to danp
the oscillations of BGP peers in the face of
sequences of automatic start and automatic stop.

I dl eHol dTi nme specifies the length of tine the BGP
peer is held in the Idle state prior to allow ng
the next automatic restart. The IdleHoldTimer is
the tinmer that holds the peer in Idle state.

An exanpl e of DanpPeerGscillations logic is an

i ncrease of the IdleHoldTinme value if a BGP peer
oscillates connectivity (connected/ di sconnect ed)
repeatedly within a time period. To engage this
| ogic, a peer could connect and di sconnect 10
times within 5 mnutes. The IdleHol dTi me val ue
woul d be reset fromO to 120 seconds.

TRUE or FALSE
Al'l owAut omat i cSt op

This BGP peer session optional attribute indicates
that the BGP connection allows "autonatic"
stoppi ng of the BGP connection. An "autonmatic"
stop is defined as a stop under the control of

i npl ementation-specific logic. The

i mpl ement ati on-specific logic is outside the scope
of this specification

TRUE or FALSE

DanpPeer Gsci | | ati ons

The DanpPeerGscill ati ons optional session
attribute indicates that the BGP connection is

using logic that danps BGP peer oscillations in
the Idle State.
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Val ue: TRUE or FALSE

Option 4: | dl eHol dTi ne

Description: The Idl eHoldTine is the value that is set in the
| dl eHol dTi rner .

Val ues: Time in seconds

Option 5: | dl eHol dTi ner

Description: The IdleHol dTimer aids in controlling BGP peer
oscillation. The IdleHoldTinmer is used to keep
the BGP peer in Idle for a particular duration
The 1dl eHol dTi mer _Expires event is described in
Section 8.1.3.

Val ues: Time in seconds
G oup 2: Unconfigured Peers

Optional Session Attributes: AcceptConnectionsUnconfi guredPeers

Option 1: Accept Connecti onsUnconfi gur edPeers

Description: The BGP FSM optionally allows the acceptance of
BGP peer connections from nei ghbors that are not
pre-configured. The
" Accept Connecti onsUnconfi guredPeers" optiona
session attribute allows the FSMto support the
state transitions that allow the inplenentation to
accept or reject these unconfigured peers.
The Accept Connecti onsUnconfi gur edPeers has
security inplications. Please refer to the BGP
Vul nerabilities docunment [RFC4272] for details.

Val ue: True or Fal se

Group 3: TCP processing

Optional Session Attributes: PassiveTcpEstablishment,
TrackTcpState

Option 1: Passi veTcpEst abl i shrent
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This option indicates that the BG FSM wil |
passively wait for the renote BGP peer to
establish the BGP TCP connecti on.

TRUE or FALSE
TrackTcpState

The BGP FSM normal |y tracks the end result of a
TCP connection attenpt rather than individual TCP
messages. Optionally, the BG FSM can support
additional interaction with the TCP connection
negotiation. The interaction with the TCP events
may increase the anount of |ogging the BGP peer
connection requires and the nunber of BGP FSM
changes.

TRUE or FALSE

BGP Message Processing

Optional Session Attributes: Del ayOpen, Del ayOpenTi ne,

Option 1:
Descri ption:
Val ue:
Option 2:
Descri ption:
Val ue:
Option 3:
Descri ption:
et al.

Del ayOpenTi ner,
SendNOTI FI CATI ONwi t hout OPEN,
Col |'i si onDet ect Est abl i shedSt at e
Del ayOpen
The Del ayQpen optional session attribute allows
i npl ementations to be configured to delay sending
an OPEN nessage for a specific time period
(Del ayOpenTine). The delay allows the renote BGP
Peer time to send the first OPEN nessage.
TRUE or FALSE
Del ayOpenTi e

The Del ayOpenTine is the initial value set in the
Del ayOQpenTi ner .

Time in seconds
Del ayOpenTi mer

The Del ayQpenTi ner optional session attribute is
used to delay the sending of an OPEN nessage on a
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8.

1.

connection. The Del ayOpenTi mer _Expires event
(Event 12) is described in Section 8.1.3.

Val ue: Time in seconds
Option 4: SendNOTI FI CATI ONwi t hout OPEN

Description: The SendNOTI FI CATI ONwi t hout OPEN al | ows a peer to
send a NOTI FI CATI ON wi t hout first sending an OPEN
message. Wthout this optional session attribute,
the BGP connection assunes that an OPEN nessage
must be sent by a peer prior to the peer sending a
NOTI FI CATI ON nessage

Val ue: True or Fal se
Option 5: Col I'i si onDet ect Est abl i shedSt at e

Description: Nornmally, a Detect Collision (see Section 6.8)
will be ignored in the Established state. This
optional session attribute indicates that this BGP
connection processes collisions in the Established
state.

Val ue: True or Fal se

Not e: The optional session attributes clarify the BGP FSM
description for existing features of BGP inpl enentations.
The optional session attributes nay be pre-defined for an
i mpl ement ati on and not readabl e via managenent interfaces
for existing correct inplementations. As newer BGP M Bs
(version 2 and beyond) are supported, these fields will be
accessi bl e via a nanagenent interface.

2. Adm nistrative Events

An admini strative event is an event in which the operator interface
and BGP Policy engine signal the BGP-finite state machine to start or
stop the BGP state machine. The basic start and stop indications are
augrment ed by optional connection attributes that signal a certain
type of start or stop mechanismto the BGP FSM An exanple of this
conbination is Event 5, AutomaticStart_wi th_PassiveTcpEstablishment.
Wth this event, the BG? inplenmentation signals to the BGP FSM t hat
the inplenmentation is using an Automatic Start with the option to use
a Passive TCP Establishment. The Passive TCP establishnment signals
that this BG® FSMwill wait for the renpte side to start the TCP
establ i shrent .

Rekhter, et al. St andards Track [ Page 42]



RFC 4271 BGP- 4 January 2006

Note that only Event 1 (Manual Start) and Event 2 (Manual Stop) are
mandat ory adm nistrative events. All other adm nistrative events are
optional (Events 3-8). Each event bel ow has a name, definition,
status (mandatory or optional), and the optional session attributes
that SHOULD be set at each stage. Wen generating Event 1 through
Event 8 for the BGP FSM the conditions specified in the "Optional
Attribute Status" section are verified. |If any of these conditions
are not satisfied, then the I ocal systemshould | og an FSM error.

The settings of optional session attributes may be inplicit in sone
i mpl ementations, and therefore nmay not be set explicitly by an
external operator action. Section 8.2.1.5 describes these inplicit
settings of the optional session attributes. The adnministrative
states described below may also be inplicit in some inplenmentations
and not directly configurable by an external operator.

Event 1: Manual Start

Definition: Local system administrator nanually starts the peer
connecti on.

St at us: Mandat ory

Opt i onal

Attribute

St at us: The Passi veTcpEstablishrment attribute SHOULD be set
to FALSE.

Event 2: Manual St op

Definition: Local system administrator nanually stops the peer
connecti on.

St at us: Mandat ory

Opt i onal

Attribute

St at us: No interaction with any optional attributes.

Event 3: AutomaticStart

Definition: Local systemautomatically starts the BGP
connecti on.

St at us: Optional, depending on | ocal system
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1) The Al'l owAutomaticStart attribute SHOULD be set
to TRUE i f this event occurs.

2) If the PassiveTcpEstablishnment optional session
attribute is supported, it SHOULD be set to
FALSE.

3) If the DanpPeerGscillations is supported, it
SHOULD be set to FALSE when this event occurs.

Event 4: Manual Start_with_Passi veTcpEst abl i shnent

Definition:

St at us:

Opt i onal
Attribute
St at us:

Local system administrator manually starts the peer
connection, but has PassiveTcpEstabli shrment

enabl ed. The PassiveTcpEstabli shnment opti onal
attribute indicates that the peer will listen prior
to establishing the connection.

Optional, depending on | ocal system

1) The PassiveTcpEstablishnent attribute SHOULD be
set to TRUE if this event occurs.

2) The DanpPeerGscillations attribute SHOULD be set
to FALSE when this event occurs.

Event 5: AutomaticStart_wi th_Passi veTcpEst abl i shnent

Rekht er,

Definition:

St at us:
Opt i onal

Attribute
St at us:

et al.

Local system autonatically starts the BGP
connection with the PassiveTcpEst abl i shnent

enabl ed. The PassiveTcpEstabli shnment opti onal
attribute indicates that the peer will listen prior
to establishing a connection.

Optional, depending on | ocal system

1) The Al owAutomaticStart attribute SHOULD be set
to TRUE.

2) The PassiveTcpEstablishment attribute SHOULD be
set to TRUE

3) If the DanpPeerGscillations attribute is
supported, the DanpPeerGscill ati ons SHOULD be
set to FALSE.
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Event 6: AutomaticStart_with_DanpPeerGscill ations

Definition: Local systemautomatically starts the BGP peer
connection with peer oscillation danpi ng enabl ed.
The exact nethod of danpi ng persistent peer
oscillations is determined by the inplementation
and is outside the scope of this docunent.

St at us: Optional, depending on | ocal system
Opt i onal
Attribute
St at us: 1) The Al'l owAutomaticStart attribute SHOULD be set
to TRUE
2) The DanpPeerGscillations attribute SHOULD be set
to TRUE.

3) The PassiveTcpEstablishnent attribute SHOULD be
set to FALSE.

Event 7: AutomaticStart_w th_DanpPeerGscill ations_and_
Passi veTcpEst abl i shnent

Definition: Local systemautonmatically starts the BGP peer
connection with peer oscillation danmping enabl ed
and PassiveTcpEstabli shment enabl ed. The exact
met hod of danpi ng persistent peer oscillations is
determ ned by the inplementation and is outside the
scope of this docunent.

St at us: Optional, depending on |ocal system
Opt i onal
Attributes
St at us: 1) The Al owAutomaticStart attribute SHOULD be set
to TRUE.
2) The DanpPeerGscillations attribute SHOULD be set
to TRUE
3) The PassiveTcpEstablishrment attribute SHOULD be
set to TRUE

Event 8: AutonaticStop

Definition: Local systemautomatically stops the BGP
connecti on.

An exanpl e of an automatic stop event is exceeding

the nunber of prefixes for a given peer and the
| ocal system automatically di sconnecting the peer.
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St at us: Optional, depending on |ocal system

Opt i onal

Attribute

St at us: 1) The Al'l owAutomati cStop attribute SHOULD be TRUE.

8.1.3. Tiner Events
Event 9: ConnectRetryTi mer _Expires

Definition: An event generated when the ConnectRetryTi mer
expires.

St at us: Mandat ory
Event 10: Hol dTi ner Expires
Definition: An event generated when the Hol dTi mer expires.
St at us: Mandat ory
Event 11: KeepaliveTi ner _Expires
Definition: An event generated when the KeepaliveTi mer expires.
St at us: Mandat ory
Event 12: Del ayOpenTi ner Expires

Definition: An event generated when the Del ayOQpenTi mer expires.

St at us: Opt i onal
Opt i onal
Attribute
St at us: If this event occurs,

1) Del ayOpen attribute SHOULD be set to TRUE,
2) DelayQpenTinme attribute SHOULD be supported,
3) Del ayOpenTi ner SHOULD be support ed.

Event 13: Idl eHol dTi mer _Expires
Definition: An event generated when the Idl eHol dTi mer expires,
i ndi cating that the BGP connection has conpl eted

wai ting for the back-off period to prevent BGP peer
oscil l ation.
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The 1dl eHol dTinmer is only used when the persistent
peer oscillation danping function is enabled by
setting the DanpPeerOscillations optional attribute
to TRUE.

| mpl enent ati ons not inplenenting the persistent
peer oscillation danping function may not have the
| dl eHol dTi ner.

Opt i onal

If this event occurs:

1) DanpPeerGscillations attribute SHOULD be set to
TRUE.

2) 1dl eHol dTi mer SHOULD have just expired.

TCP Connecti on- Based Events

Event 14: TcpConnection_Valid

Definition:

St at us:

Opti ona
Attribute
St at us:

Event indicating the |ocal systemreception of a
TCP connection request with a valid source IP
address, TCP port, destination |IP address, and TCP
Port. The definition of invalid source and invalid
destination IP address is determ ned by the

i mpl enent ati on.

BGP' s destination port SHOULD be port 179, as
defined by | ANA

TCP connection request is denoted by the |oca
systemreceiving a TCP SYN

Optiona

1) The TrackTcpState attribute SHOULD be set to
TRUE i f this event occurs.

Event 15: Tcp_CR Invalid

Rekht er,

Definition:

et al.

Event indicating the |ocal systemreception of a
TCP connection request with either an invalid
source address or port nunber, or an invalid
destination address or port nunber.
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BGP destination port nunber SHOULD be 179, as
defined by | ANA

A TCP connection request occurs when the | ocal
systemrecei ves a TCP SYN.

Opt i onal

1) The TrackTcpState attribute should be set to
TRUE i f this event occurs.

Event 16: Tcp_CR Acked

Definition:

St at us:

Event indicating the local systenis request to
establish a TCP connection to the renote peer.

The | ocal systemis TCP connection sent a TCP SYN,
received a TCP SYN ACK nessage, and sent a TCP ACK

Mandat ory

Event 17: TcpConnecti onConfirmed

Definition:

St at us:

Event indicating that the | ocal system has received
a confirmation that the TCP connection has been
established by the renote site.

The renote peer’s TCP engine sent a TCP SYN. The
| ocal peer’s TCP engine sent a SYN, ACK nessage and
now has received a final ACK

Mandat ory

Event 18: TcpConnectionFails

Rekht er,

Definition:

St at us:

et al.

Event indicating that the | ocal system has received
a TCP connection failure notice.

The renote BGP peer’s TCP machi ne coul d have sent a
FIN. The local peer would respond with a FI N-ACK
Anot her possibility is that the | ocal peer
indicated a timeout in the TCP connection and
downed t he connecti on.

Mandat ory
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8.1.5. BGP Message-Based Events
Event 19: BGPOpen

Definition: An event is generated when a valid OPEN nessage has
been received.

St at us: Mandat ory

Opt i onal

Attribute

St at us: 1) The Del ayQpen optional attribute SHOULD be set
to FALSE.

2) The Del ayOpenTi ner SHOULD not be runni ng.
Event 20: BGPOpen with Del ayOpenTi ner running

Definition: An event is generated when a valid OPEN nessage has
been received for a peer that has a successfully
est abli shed transport connection and is currently
del ayi ng the sending of a BGP open nessage.

St at us: Opt i onal

Opti onal

Attribute

St at us: 1) The Del ayOpen attribute SHOULD be set to TRUE.

2) The Del ayOQpenTi mer SHOULD be runni ng.
Event 21: BGPHeader Err

Definition: An event is generated when a received BGP nessage
header is not valid.

St at us: Mandat ory
Event 22: BGPOpenMsgErr

Definition: An event is generated when an OPEN nessage has been
received with errors.

St at us: Mandat ory
Event 23: OpenCol |'i si onDunp
Definition: An event generated adm nistratively when a

connection collision has been detected while
processing an i ncom ng OPEN nessage and this
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connection has been selected to be di sconnect ed.
See Section 6.8 for nmore informati on on collision
det ecti on.

Event 23 is an adninistrative action generated by
i mpl ementation |ogic that deternines whether this
connection needs to be dropped per the rules in
Section 6.8. This event may occur if the FSMis
i npl emented as two |inked state machi nes.

Opt i onal

If the state nachine is to process this event in

the Established state,

1) CollisionDetectEstablishedState optional
attribute SHOULD be set to TRUE.

Pl ease note: The OpenCol i si onDunp event can occur
in ldle, Connect, Active, QpenSent, and OpenConfirm
wi thout any optional attributes being set.

Event 24: NotifMsgVerErr

Definition:

St at us:

An event is generated when a NOTI FI CATI ON nessage
with "version error” is received.

Mandat ory

Event 25: Notif Msg

Definition:

St at us:

An event is generated when a NOTI FI CATI ON nessage
is received and the error code is anything but
"version error".

Mandat ory

Event 26: KeepAliveMsg

Definition:

St at us:

Rekhter, et al.

An event is generated when a KEEPALI VE nessage is
recei ved.

Mandat ory
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Event 27: Updat eMsg

Definition: An event is generated when a valid UPDATE nessage
is received.

St at us: Mandat ory
Event 28: Updat eMsgErr

Definition: An event is generated when an invalid UPDATE
nmessage i s received.

St at us: Mandat ory
8.2. Description of FSM
8.2.1. FSM Definition

BGP MUST maintain a separate FSM for each configured peer. Each BGP
peer paired in a potential connection will attenpt to connect to the
other, unless configured to remain in the idle state, or configured
to remain passive. For the purpose of this discussion, the active or
connecting side of the TCP connection (the side of a TCP connection
sending the first TCP SYN packet) is called outgoing. The passive or
listening side (the sender of the first SYNACK) is called an

i ncom ng connection. (See Section 8.2.1.1 for information on the
terns active and passive used bel ow.)

A BGP i npl enentati on MJUST connect to and listen on TCP port 179 for

i ncom ng connections in addition to trying to connect to peers. For
each incom ng connection, a state machi ne MJST be instanti ated.

There exists a period in which the identity of the peer on the other
end of an incom ng connection is known, but the BGP identifier is not
known. During this tine, both an i ncom ng and out goi ng connection
may exi st for the sane configured peering. This is referred to as a
connection collision (see Section 6.8).

A BGP inplenentation will have, at nobst, one FSMfor each configured
peering, plus one FSM for each incom ng TCP connection for which the
peer has not yet been identified. Each FSM corresponds to exactly
one TCP connecti on.

There may be nore than one connection between a pair of peers if the
connections are configured to use a different pair of |P addresses.
This is referred to as nmultiple "configured peerings" to the sane
peer.
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8.2.1.1. Terms "active" and "passive"

The terns active and passive have been in the Internet operator’s
vocabul ary for al nost a decade and have proven useful. The words
active and passive have slightly different neanings when applied to a
TCP connection or a peer. There is only one active side and one
passive side to any one TCP connection, per the definition above and
the state machi ne bel ow. \When a BGP speaker is configured as active,
it my end up on either the active or passive side of the connection
that eventually gets established. Once the TCP connection is
completed, it doesn’t nmatter which end was active and whi ch was
passive. The only difference is in which side of the TCP connection
has port nunber 179.

8.2.1.2. FSM and Col | i si on Detection

There is one FSM per BGP connection. Wen the connection collision
occurs prior to determining what peer a connection is associated
with, there may be two connections for one peer. After the
connection collision is resolved (see Section 6.8), the FSMfor the
connection that is closed SHOULD be di sposed.

8.2.1.3. FSMand Optional Session Attributes

Optional Session Attributes specify either attributes that act as
flags (TRUE or FALSE) or optional tinmers. For optional attributes
that act as flags, if the optional session attribute can be set to
TRUE on the system the correspondi ng BGP FSM acti ons nust be
supported. For exanple, if the follow ng options can be set in a BGP
i mpl ementation: AutoStart and PassiveTcpEstablishnment, then Events 3,
4 and 5 nust be supported. |If an Optional Session attribute cannot
be set to TRUE, the events supporting that set of options do not have
to be support ed.

Each of the optional tiners (DelayOpenTi mer and |dl eHol dTi ner) has a
group of attributes that are:

- flag indicating support,
- Tinme set in Tiner
- Tiner.
The two optional tiners show this format:
Del ayOpenTi nmer: Del ayOpen, Del ayQpenTi e, Del ayOpenTi mer

I dl eHol dTi ner: DanpPeer Gscil | ati ons, |dl eHol dTi e,
| dl eHol dTi mer
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If the flag indicating support for an optional tiner (DelayQpen or
DanpPeer Gsci | | ati ons) cannot be set to TRUE, the tinmers and events
supporting that option do not have to be support ed.

8.2.1.4. FSM Event Nunbers

The Event nunbers (1-28) utilized in this state nachi ne description
aid in specifying the behavior of the BGP state nachine.
| mpl enent ati ons MAY use these nunbers to provide network managenent
information. The exact formof an FSM or the FSM events are specific
to each inpl enentation.

8.2.1.5. FSM Actions that are | nplenmentati on Dependent
At certain points, the BG® FSM specifies that BGP initialization wll
occur or that BGP resources will be deleted. The initialization of
the BGP FSM and the associ ated resources depend on the policy portion
of the BGP inplenmentation. The details of these actions are outside
the scope of the FSM docunent.

8.2.2. Finite State Machine
Idle state:

Initially, the BGP peer FSMis in the Idle state. Hereafter, the
BGP peer FSMwi |l be shortened to BGP FSM

In this state, BG FSMrefuses all incom ng BGP connections for
this peer. No resources are allocated to the peer. 1In response
to a Manual Start event (Event 1) or an AutomaticStart event (Event
3), the local system

- initializes all BGP resources for the peer connection,

- sets ConnectRetryCounter to zero,

- starts the ConnectRetryTiner with the initial value,

- initiates a TCP connection to the other BGP peer,

- listens for a connection that may be initiated by the renote
BGP peer, and

- changes its state to Connect.

The Manual Stop event (Event 2) and AutonmaticStop (Event 8) event
are ignored in the Idle state.
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In response to a Manual Start_wi t h_Passi veTcpEst abl i shnent event
(Event 4) or AutomaticStart_w th_PassiveTcpEst abli shnent event
(Event 5), the local system

initializes all BGP resources
- sets the ConnectRetryCounter to zero
- starts the ConnectRetryTiner with the initial value,

- listens for a connection that nay be initiated by the renote
peer, and

- changes its state to Active

The exact value of the ConnectRetryTiner is a local matter, but it
SHOULD be sufficiently large to allow TCP initialization.

If the DanpPeerGscillations attribute is set to TRUE, the
followi ng three additional events may occur within the Idle state:

- AutomaticStart_wi th _DanpPeerGscill ations (Event 6)

- AutomaticStart _wi th _DanpPeerGscill ations_and_
Passi veTcpEst abl i shment (Event 7),

- ldl eHol dTi mer _Expires (Event 13).
Upon receiving these 3 events, the local systemw || use these
events to prevent peer oscillations. The nethod of preventing
persi stent peer oscillation is outside the scope of this docunent.

Any ot her event (Events 9-12, 15-28) received in the Idle state
does not cause change in the state of the local system

Connect State:

In this state, BG® FSMis waiting for the TCP connection to be
conpl et ed.

The start events (Events 1, 3-7) are ignored in the Connect state.
In response to a Manual Stop event (Event 2), the local system
- drops the TCP connecti on,

- rel eases all BGP resources
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- sets ConnectRetryCounter to zero

- stops the ConnectRetryTi mer and sets ConnectRetryTiner to
zero, and

- changes its state to ldle.

In response to the ConnectRetryTi mer_Expires event (Event 9), the
| ocal system

- drops the TCP connecti on,

- restarts the ConnectRetryTi ner,

- stops the Del ayOpenTimer and resets the timer to zero,
- initiates a TCP connection to the other BGP peer

- continues to listen for a connection that may be initiated by
the renote BGP peer, and

- stays in the Connect state.

I f the Del ayOpenTi mer _Expires event (Event 12) occurs in the
Connect state, the local system

- sends an OPEN nessage to its peer,

- sets the HoldTiner to a | arge val ue, and

- changes its state to OpenSent.
If the BG® FSM receives a TcpConnection_Valid event (Event 14),
the TCP connection is processed, and the connection renains in the
Connect state.
If the BGP FSMreceives a Tcp_CR Invalid event (Event 15), the
| ocal systemrejects the TCP connection, and the connection
remains in the Connect state.
If the TCP connection succeeds (Event 16 or Event 17), the l|loca
system checks the DelayQpen attribute prior to processing. |f the
Del ayOpen attribute is set to TRUE, the [ocal system

- stops the ConnectRetryTimer (if running) and sets the
Connect RetryTinmer to zero

- sets the DelayOQpenTiner to the initial value, and
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- stays in the Connect state.
If the DelayOpen attribute is set to FALSE, the | ocal system

- stops the ConnectRetryTinmer (if running) and sets the
Connect RetryTi ner to zero,

- conpletes BGP initialization
- sends an OPEN nessage to its peer,

- sets the HoldTimer to a | arge val ue, and

changes its state to OpenSent.
A Hol dTi mer value of 4 minutes is suggested.
If the TCP connection fails (Event 18), the |ocal system checks

the Del ayOpenTinmer. |If the Del ayOpenTinmer is running, the |ocal
system

restarts the ConnectRetryTimer with the initial value,
- stops the Del ayOpenTinmer and resets its value to zero,

- continues to listen for a connection that may be initiated by
the renote BGP peer, and

- changes its state to Active.

If the Del ayOpenTinmer is not running, the |ocal system

stops the ConnectRetryTimer to zero,

drops the TCP connecti on,

rel eases all BGP resources, and

changes its state to ldle.

If an OPEN nessage is received while the Del ayOpenTiner is running
(Event 20), the local system

- stops the ConnectRetryTimer (if running) and sets the
Connect RetryTi mer to zero,

- conpletes the BGP initialization,
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- stops and clears the Del ayQpenTi nmer (sets the value to zero),
- sends an OPEN nessage,
- sends a KEEPALI VE nessage,
- if the HoldTimer initial value is non-zero,
- starts the KeepaliveTiner with the initial value and
- resets the Hol dTiner to the negotiated val ue,
else, if the HoldTiner initial value is zero,
- resets the KeepaliveTi mer and
- resets the Hol dTi mer value to zero,
- and changes its state to OpenConfirm
If the value of the autononous systemfield is the same as the
| ocal Aut ononous System nunber, set the connection status to an

internal connection; otherwise it will be "external".

I f BGP nmessage header checking (Event 21) or OPEN nessage checking
detects an error (Event 22) (see Section 6.2), the local system

- (optionally) If the SendNOTI FI CATI ONwi t hout OPEN attribute is
set to TRUE, then the |local systemfirst sends a NOTI FI CATI ON
message with the appropriate error code, and then

- stops the ConnectRetryTimer (if running) and sets the
Connect RetryTi mer to zero,

- releases all BGP resources,
- drops the TCP connecti on,
- increments the ConnectRetryCounter by 1,

- (optionally) perforns peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

- changes its state to ldle.
If a NOTI FI CATI ON nessage is received with a version error (Event

24), the local system checks the Del ayOpenTinmer. |f the
Del ayOpenTimer is running, the |local system
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- stops the ConnectRetryTiner (if running) and sets the
Connect RetryTi mer to zero,
- stops and resets the Del ayOpenTi ner (sets to zero),
- releases all BGP resources,

- drops the TCP connection, and

changes its state to ldle.
If the Del ayOpenTinmer is not running, the |ocal system

- stops the ConnectRetryTimer and sets the ConnectRetryTinmer to
zero,

- releases all BGP resources,
- drops the TCP connecti on,
- increments the ConnectRetryCounter by 1,

- perforns peer oscillation danping if the DanpPeerGscill ations
attribute is set to True, and

- changes its state to ldle.

In response to any other events (Events 8, 10-11, 13, 19, 23,
25-28), the local system

if the ConnectRetryTimer is running, stops and resets the
Connect RetryTi mer (sets to zero),

- if the DelayOpenTinmer is running, stops and resets the
Del ayOpenTi mer (sets to zero),

- releases all BGP resources,
- drops the TCP connecti on,
- increments the Connect RetryCounter by 1,

- perfornms peer oscillation danping if the DanpPeerGscill ations
attribute is set to True, and

- changes its state to ldle.

Rekhter, et al. St andards Track [ Page 58]



RFC 4271

BGP- 4 January 2006

Active State:

In this state, BG® FSMis trying to acquire a peer by listening

for,

and accepting, a TCP connecti on.

The start events (Events 1, 3-7) are ignored in the Active state.

In response to a Manual Stop event (Event 2), the local system

If the DelayQpenTiner is running and the
SendNOTI FI CATI ONwi t hout OPEN session attribute is set, the
| ocal system sends a NOTIFI CATION with a Cease,

rel eases all BGP resources including stopping the
Del ayOpenTi mer

drops the TCP connecti on,
sets Connect RetryCounter to zero,

stops the ConnectRetryTi mer and sets the ConnectRetryTinmer to
zero, and

changes its state to Ildle.

In response to a ConnectRetryTi ner _Expires event (Event 9), the
| ocal system

restarts the ConnectRetryTinmer (with initial value),
initiates a TCP connection to the other BGP peer,

continues to listen for a TCP connection that may be initiated
by a renote BGP peer, and

changes its state to Connect.

If the local systemreceives a Del ayOpenTi ner _Expires event (Event

12),

the | ocal system

sets the ConnectRetryTiner to zero,

stops and cl ears the Del ayQpenTi ner (set to zero),
compl etes the BGP initialization,

sends the OPEN nessage to its renote peer,
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- sets its hold tiner to a | arge val ue, and
- changes its state to QpenSent.

A Hol dTi ner value of 4 minutes is also suggested for this state
transition.

If the local systemreceives a TcpConnection_Valid event (Event
14), the local system processes the TCP connection flags and stays
in the Active state.
If the local systemreceives a Tcp_CR Invalid event (Event 15),
the | ocal systemrejects the TCP connection and stays in the
Active State.
In response to the success of a TCP connection (Event 16 or Event
17), the local system checks the Del ayQpen optional attribute
prior to processing.

If the DelayOpen attribute is set to TRUE, the |ocal system

- stops the ConnectRetryTi ner and sets the Connect RetryTi nmer
to zero,

- sets the DelayOQpenTiner to the initial value
(Del ayOpenTi ne), and

- stays in the Active state.
If the Del ayOpen attribute is set to FALSE, the |ocal system
- sets the ConnectRetryTiner to zero,
- conpletes the BG initialization,
- sends the OPEN nessage to its peer,
- sets its HoldTiner to a | arge val ue, and
- changes its state to QpenSent.

A Hol dTi ner value of 4 minutes is suggested as a "large val ue" for
t he Hol dTi rner.

If the local systemreceives a TcpConnectionFails event (Event
18), the local system

- restarts the ConnectRetryTinmer (with the initial value),
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- stops and clears the Del ayQpenTi nmer (sets the value to zero),
- releases all BGP resource
- increnments the Connect RetryCounter by 1,

- optionally perforns peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

- changes its state to ldle.

If an OPEN nmessage is received and the Del ayOpenTi mer is running
(Event 20), the local system

- stops the ConnectRetryTimer (if running) and sets the
Connect RetryTinmer to zero

- stops and clears the Del ayOpenTi ner (sets to zero),
- conpletes the BGP initialization,
- sends an OPEN nessage,
- sends a KEEPALI VE nessage,
- if the Hol dTi mer val ue is non-zero,
- starts the KeepaliveTinmer to initial val ue,
- resets the Hol dTiner to the negotiated val ue,
else if the HoldTinmer is zero
- resets the KeepaliveTiner (set to zero),
- resets the Hol dTimer to zero, and
- changes its state to OpenConfirm
If the value of the autononobus systemfield is the same as the
| ocal Aut ononobus System nunber, set the connection status to an

internal connection; otherwise it will be external

I f BGP message header checking (Event 21) or OPEN nessage checking
detects an error (Event 22) (see Section 6.2), the local system
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(optionally) sends a NOTI FI CATI ON nessage with the appropriate
error code if the SendNOTI FI CATI ONwi t hout OPEN attribute is set
to TRUE,

sets the ConnectRetryTiner to zero,

rel eases all BGP resources,

drops the TCP connecti on,

i ncrenments the Connect RetryCounter by 1,

(optionally) perfornms peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

changes its state to ldle.
a NOTI FI CATI ON nessage is received with a version error (Event
, the local systemchecks the Del ayQpenTiner. |If the

ayQpenTi mer is running, the | ocal system

stops the ConnectRetryTinmer (if running) and sets the
Connect RetryTi mer to zero,

stops and resets the Del ayQpenTi ner (sets to zero),
rel eases all BGP resources,
drops the TCP connection, and

changes its state to Idle.

If the DelayOpenTiner is not running, the |ocal system

Rekht er,

sets the ConnectRetryTiner to zero,

rel eases all BGP resources,

drops the TCP connecti on,

i ncrenments the Connect RetryCounter by 1,

(optionally) perfornms peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

changes its state to ldle.
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In response to any ot her event (Events 8, 10-11, 13, 19, 23,
25-28), the local system

sets the ConnectRetryTiner to zero,

rel eases all BGP resources,

drops the TCP connecti on,

i ncrenments the Connect RetryCounter by one,

(optionally) perforns peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

changes its state to Idle.
OpenSent :
In this state, BG® FSMwaits for an OPEN nessage fromits peer.

The start events (Events 1, 3-7) are ignored in the OpenSent
state.

If a Manual Stop event (Event 2) is issued in the OpenSent state,
the | ocal system

- sends the NOTIFI CATION with a Cease,

- sets the ConnectRetryTiner to zero,

- releases all BGP resources,

- drops the TCP connecti on,

- sets the Connect RetryCounter to zero, and
- changes its state to ldle.

If an AutomaticStop event (Event 8) is issued in the OQpenSent
state, the local system

sends the NOTI FI CATION with a Cease,

sets the ConnectRetryTimer to zero,

rel eases all the BGP resources,

drops the TCP connecti on,
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- increments the ConnectRetryCounter by 1,

- (optionally) perfornms peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

- changes its state to ldle.
If the Hol dTi ner _Expires (Event 10), the local system

- sends a NOTI FI CATI ON nessage with the error code Hold Tiner
Expi r ed,

- sets the ConnectRetryTiner to zero,
- releases all BGP resources,

- drops the TCP connecti on,

- increnments the Connect RetryCounter,

- (optionally) perforns peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

- changes its state to ldle.

If a TcpConnection_Valid (Event 14), Tcp_CR Acked (Event 16), or a
TcpConnecti onConfirnmed event (Event 17) is received, a second TCP
connection may be in progress. This second TCP connection is
tracked per Connection Collision processing (Section 6.8) until an
OPEN nessage i s received.

A TCP Connection Request for an Invalid port (Tcp_CR Invalid
(Event 15)) is ignored.

If a TcpConnectionFails event (Event 18) is received, the | ocal
system

cl oses the BGP connecti on,
- restarts the ConnectRetryTi ner,

- continues to listen for a connection that may be initiated by
the renote BGP peer, and

- changes its state to Active.
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When an OPEN nessage is received, all fields are checked for
correctness. |If there are no errors in the OPEN nmessage (Event
19), the local system

resets the Del ayQpenTiner to zero,

- sets the BGP ConnectRetryTiner to zero,

- sends a KEEPALI VE nessage, and

- sets a KeepaliveTinmer (via the text bel ow)

- sets the Hol dTiner according to the negoti ated val ue (see
Section 4.2),

- changes its state to QpenConfirm
If the negotiated hold time value is zero, then the Hol dTi mer and
Keepal i veTi mer are not started. |f the value of the Autononous
Systemfield is the sane as the | ocal Autonomous System nunber,
then the connection is an "internal™ connection; otherwise, it is
an "external" connection. (This will inpact UPDATE processing as
descri bed bel ow.)
If the BGP nessage header checking (Event 21) or OPEN nessage
checking detects an error (Event 22)(see Section 6.2), the |ocal
system

- sends a NOTI FI CATI ON nessage with the appropriate error code,

- sets the ConnectRetryTiner to zero,

- releases all BGP resources,

- drops the TCP connecti on,

- increments the Connect RetryCounter by 1,

- (optionally) perforns peer oscillation danping if the
DanpPeer Gscill ations attribute is TRUE, and

- changes its state to ldle.
Col l'i sion detection nechanisns (Section 6.8) need to be applied

when a valid BGP OPEN nessage is received (Event 19 or Event 20).
Pl ease refer to Section 6.8 for the details of the conparison. A

Rekhter, et al. St andards Track [ Page 65]



RFC 4271 BGP- 4 January 2006

Col |'i si onDet ect Dunp event occurs when the BGP inpl enentation
det erm nes, by neans outside the scope of this docunent, that a
connection collision has occurred.
If a connection in the OpenSent state is determined to be the
connection that nust be closed, an OpenCol|isionDunp (Event 23) is
signaled to the state nachine. |If such an event is received in
the OpenSent state, the |ocal system

- sends a NOTIFI CATION with a Cease,

- sets the ConnectRetryTiner to zero,

- releases all BGP resources,

- drops the TCP connecti on,

- increments the Connect RetryCounter by 1,

- (optionally) perfornms peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

- changes its state to ldle.

I f a NOTI FI CATI ON nessage is received with a version error (Event
24), the local system

sets the ConnectRetryTiner to zero,

rel eases all BGP resources,

drops the TCP connection, and

changes its state to ldle.

In response to any other event (Events 9, 11-13, 20, 25-28), the
| ocal system

- sends the NOTIFICATION with the Error Code Finite State
Machi ne Error,

- sets the ConnectRetryTiner to zero,
- rel eases all BGP resources,

- drops the TCP connecti on,

i ncrements the Connect RetryCounter by 1,
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- (optionally) perfornms peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and
- changes its state to ldle.
OpenConfirm St at e:
In this state, BGP waits for a KEEPALIVE or NOTI FI CATI ON nessage.

Any start event (Events 1, 3-7) is ignored in the OpenConfirm
state.

In response to a Manual Stop event (Event 2) initiated by the
operator, the |ocal system

sends the NOTI FI CATI ON nessage with a Cease,
- releases all BGP resources,

- drops the TCP connecti on,

- sets the Connect RetryCounter to zero,

- sets the ConnectRetryTinmer to zero, and

changes its state to Idle.

In response to the AutomaticStop event initiated by the system
(Event 8), the local system

sends the NOTI FI CATI ON nmessage with a Cease,
- sets the ConnectRetryTiner to zero,

- releases all BGP resources,

- drops the TCP connecti on,

- increments the ConnectRetryCounter by 1,

- (optionally) perforns peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

- changes its state to ldle.

If the Hol dTi ner _Expires event (Event 10) occurs before a
KEEPALI VE nessage is received, the | ocal system
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- sends the NOTIFI CATI ON nessage with the Error Code Hold Timer
Expi r ed,
- sets the ConnectRetryTiner to zero,
- releases all BGP resources,
- drops the TCP connecti on,
- increnments the Connect RetryCounter by 1,

- (optionally) perforns peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

- changes its state to ldle.

If the local systemreceives a KeepaliveTi ner Expires event (Event
11), the local system

- sends a KEEPALI VE nessage,

- restarts the KeepaliveTiner, and

- remains in the OpenConfirned state.
In the event of a TcpConnection_Valid event (Event 14), or the
success of a TCP connection (Event 16 or Event 17) while in
OpenConfirm the local systemneeds to track the second

connecti on.

If a TCP connection is attenpted with an invalid port (Event 15),
the Il ocal systemw |l ignore the second connection attenpt.

If the local systemreceives a TcpConnectionFails event (Event 18)
fromthe underlying TCP or a NOTI FI CATI ON nessage (Event 25), the
| ocal system

sets the ConnectRetryTimer to zero,

- releases all BGP resources,

- drops the TCP connecti on,

- increments the ConnectRetryCounter by 1,

- (optionally) perforns peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and
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- changes its state to ldle.

If the local systemreceives a NOTI FI CATI ON nessage with a version
error (NotifMgVerErr (Event 24)), the local system

sets the ConnectRetryTinmer to zero,

rel eases all BGP resources,

drops the TCP connection, and

changes its state to Idle.
If the local systemreceives a valid OPEN nessage (BGPOpen (Event
19)), the collision detect function is processed per Section 6.8.
If this connection is to be dropped due to connection collision,
the | ocal system

- sends a NOTIFICATION with a Cease,

- sets the ConnectRetryTiner to zero,

- releases all BGP resources,

- drops the TCP connection (send TCP FIN),

- increments the ConnectRetryCounter by 1,

- (optionally) perforns peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

- changes its state to ldle.
If an OPEN nessage is received, all fields are checked for
correctness. |If the BGP nessage header checki ng (BGPHeaderErr
(Event 21)) or OPEN nessage checking detects an error (see Section
6.2) (BGPOpenMsgErr (Event 22)), the local system

- sends a NOTI FI CATI ON nmessage with the appropriate error code,

sets the ConnectRetryTiner to zero,

rel eases all BGP resources,

drops the TCP connecti on,

i ncrenments the Connect RetryCounter by 1,
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- (optionally) perfornms peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and
- changes its state to ldle.
If, during the processing of another OPEN nessage, the BGP
i mpl enent ati on determ nes, by a nmeans outside the scope of this
docunent, that a connection collision has occurred and this
connection is to be closed, the local systemw Il issue an
penCol i si onDunp event (Event 23). \Wien the local system
recei ves an penCol li si onDunp event (Event 23), the local system
- sends a NOTIFI CATION with a Cease,
- sets the ConnectRetryTiner to zero,
- releases all BGP resources
- drops the TCP connecti on,

- increments the ConnectRetryCounter by 1,

- (optionally) perforns peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

- changes its state to ldle.

If the local systemreceives a KEEPALI VE nessage (KeepAliveMsg
(Event 26)), the local system

- restarts the Hol dTi ner and
- changes its state to Established.

In response to any other event (Events 9, 12-13, 20, 27-28), the
| ocal system

- sends a NOTIFICATION with a code of Finite State Machi ne
Error,

- sets the ConnectRetryTiner to zero,
- releases all BGP resources,

- drops the TCP connecti on,

i ncrenments the Connect RetryCounter by 1,
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- (optionally) perfornms peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and
- changes its state to ldle.
Est abl i shed State:

In the Established state, the BGP FSM can exchange UPDATE,
NOTI FI CATI ON, and KEEPALI VE nessages with its peer.

Any Start event (Events 1, 3-7) is ignored in the Established
state.

In response to a Manual Stop event (initiated by an operator)
(Event 2), the local system

sends the NOTI FI CATI ON nessage with a Cease,

- sets the ConnectRetryTiner to zero,

- deletes all routes associated with this connecti on,
- rel eases BGP resources,

- drops the TCP connecti on,

sets the ConnectRetryCounter to zero, and
- changes its state to ldle.
In response to an AutomaticStop event (Event 8), the l|ocal system

- sends a NOTIFI CATION with a Cease,

sets the ConnectRetryTinmer to zero

- deletes all routes associated with this connection,
- releases all BGP resources,

- drops the TCP connecti on,

- increments the ConnectRetryCounter by 1,

- (optionally) perfornms peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

- changes its state to ldle.
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One reason for an AutonaticStop event is: A BGP receives an UPDATE
messages with a nunber of prefixes for a given peer such that the
total prefixes received exceeds the maxi mnum nunber of prefixes
configured. The local system autonatically di sconnects the peer.

I f the Hol dTi mer _Expires event occurs (Event 10), the | ocal
system

- sends a NOTI FI CATI ON nmessage with the Error Code Hold Timer
Expi r ed,

- sets the ConnectRetryTiner to zero,

- releases all BGP resources,

- drops the TCP connecti on,

- increments the Connect RetryCounter by 1,

- (optionally) perfornms peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

- changes its state to ldle.

I f the KeepaliveTi nmer_Expires event occurs (Event 11), the | ocal
system

- sends a KEEPALI VE nessage, and

- restarts its KeepaliveTiner, unless the negotiated Hol dTi ne
val ue is zero.

Each time the | ocal system sends a KEEPALI VE or UPDATE nessage, it
restarts its KeepaliveTiner, unless the negotiated Hol dTi ne val ue
is zero.

A TcpConnection_Valid (Event 14), received for a valid port, wll
cause the second connection to be tracked.

An invalid TCP connection (Tcp_CR Invalid event (Event 15)) will
be i gnored.

In response to an indication that the TCP connection is

successful ly established (Event 16 or Event 17), the second
connection SHALL be tracked until it sends an OPEN nessage.
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If a valid OPEN nessage (BGPOpen (Event 19)) is received, and if
the Col lisionDetectEstablishedState optional attribute is TRUE,
the OPEN nmessage will be checked to see if it collides (Section

6.8) with any other connection. |If the BGP inplenentation
determines that this connection needs to be ternminated, it wll
process an QpenCol I i si onDunp event (Event 23). If this connection

needs to be term nated, the |ocal system
- sends a NOTI FI CATION with a Cease,
- sets the ConnectRetryTiner to zero,
- deletes all routes associated with this connection,
- releases all BGP resources,
- drops the TCP connecti on,
- increments the ConnectRetryCounter by 1,

- (optionally) perforns peer oscillation danping if the
DanpPeer Gscillations is set to TRUE, and

- changes its state to ldle.
If the local systemreceives a NOTI FI CATI ON nessage (Event 24 or

Event 25) or a TcpConnectionFails (Event 18) fromthe underlying
TCP, the | ocal system

sets the ConnectRetryTinmer to zero,

deletes all routes associated with this connecti on,

rel eases all the BGP resources,

drops the TCP connecti on,

i ncrements the Connect RetryCounter by 1,

changes its state to ldle.
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If the local systemreceives a KEEPALI VE nessage (Event 26), the
| ocal system

- restarts its HoldTiner, if the negotiated Hol dTime value is
non-zero, and

- remnins in the Established state.

If the local systemreceives an UPDATE nessage (Event 27), the
| ocal system

- processes the nessage,

- restarts its HoldTinmer, if the negotiated Hol dTi me value is
non-zero, and

- renains in the Established state.
If the |l ocal systemreceives an UPDATE nessage, and the UPDATE
message error handling procedure (see Section 6.3) detects an
error (Event 28), the local system

- sends a NOTI FI CATI ON nmessage with an Update error,

- sets the ConnectRetryTiner to zero,

- deletes all routes associated with this connection,

- releases all BGP resources,

- drops the TCP connecti on,

- increments the ConnectRetryCounter by 1,

- (optionally) perforns peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

- changes its state to ldle.

In response to any other event (Events 9, 12-13, 20-22), the | ocal
system

- sends a NOTI FI CATI ON nessage with the Error Code Finite State
Machi ne Error,

- deletes all routes associated with this connecti on,

- sets the ConnectRetryTiner to zero,
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9.

- releases all BGP resources
- drops the TCP connecti on,
- increnments the Connect RetryCounter by 1,

- (optionally) perfornms peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

- changes its state to ldle.
UPDATE Message Handl i ng

An UPDATE nessage may be received only in the Established state.
Recei vi ng an UPDATE nessage in any other state is an error. Wen an
UPDATE nessage is received, each field is checked for validity, as
specified in Section 6. 3.

If an optional non-transitive attribute is unrecognized, it is
quietly ignored. |If an optional transitive attribute is
unrecogni zed, the Partial bit (the third high-order bit) in the
attribute flags octet is set to 1, and the attribute is retained for
propagati on to other BGP speakers.

If an optional attribute is recognized and has a valid val ue, then
dependi ng on the type of the optional attribute, it is processed

| ocally, retained, and updated, if necessary, for possible
propagati on to other BGP speakers.

I f the UPDATE nessage contains a non-enpty W THDRAWN ROUTES field

the previously advertised routes, whose destinations (expressed as |IP
prefixes) are contained in this field, SHALL be renoved fromthe
Adj-RIB-In. This BGP speaker SHALL run its Decision Process because
the previously advertised route is no | onger available for use.

I f the UPDATE nessage contains a feasible route, the Adj-RIB-1n wll
be updated with this route as follows: if the NLRI of the new route
is identical to the one the route currently has stored in the Adj-
RIB-1n, then the new route SHALL replace the older route in the Adj-
RIB-In, thus inplicitly withdrawing the ol der route from service.

O herwise, if the Adj-RIB-1n has no route with NLRI identical to the
new route, the new route SHALL be placed in the Adj-RIB-1n.

Once the BGP speaker updates the Adj-RIB-1n, the speaker SHALL run
its Decision Process.
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9.1. Decision Process

The Decision Process selects routes for subsequent advertisenment by
applying the policies in the local Policy Infornmation Base (PIB) to
the routes stored inits Adj-RIBs-In. The output of the Decision
Process is the set of routes that will be advertised to peers; the
selected routes will be stored in the | ocal speaker’s Adj-RIBs-Qut,
according to policy.

The BGP Deci sion Process described here is conceptual, and does not
have to be inplenented precisely as described, as long as the

i mpl ement ati ons support the described functionality and they exhibit
the sane externally visible behavior

The selection process is formalized by defining a function that takes
the attribute of a given route as an argunent and returns either (a)
a non-negative integer denoting the degree of preference for the
route, or (b) a value denoting that this route is ineligible to be
installed in Loc-RIB and will be excluded fromthe next phase of
route sel ection.

The function that cal cul ates the degree of preference for a given
route SHALL NOT use any of the following as its inputs: the existence
of other routes, the non-existence of other routes, or the path
attributes of other routes. Route selection then consists of the

i ndi vi dual application of the degree of preference function to each
feasible route, followed by the choice of the one with the highest
degree of preference.

The Deci sion Process operates on routes contained in the Adj-RIBs-1n,
and is responsible for

- selection of routes to be used locally by the speaker
- selection of routes to be advertised to other BGP peers
- route aggregation and route information reduction

The Decision Process takes place in three distinct phases, each
triggered by a different event:

a) Phase 1 is responsible for calculating the degree of preference
for each route received froma peer

b) Phase 2 is invoked on conpletion of phase 1. It is responsible
for choosing the best route out of all those available for each
di stinct destination, and for installing each chosen route into
the Loc-RIB.
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9.

9.

c) Phase 3 is invoked after the Loc-RI B has been nodified. It is
responsi ble for dissemnating routes in the Loc-RIB to each
peer, according to the policies contained in the PIB. Route
aggregation and infornmation reduction can optionally be
performed within this phase

1.1. Phase 1: Calcul ation of Degree of Preference

The Phase 1 decision function is invoked whenever the |ocal BGP
speaker receives, froma peer, an UPDATE nessage that advertises a
new route, a replacenent route, or w thdrawn routes.

The Phase 1 decision function is a separate process,f which conpl etes
when it has no further work to do.

The Phase 1 decision function locks an Adj-RIB-In prior to operating
on any route contained within it, and unlocks it after operating on
all new or unfeasible routes contained within it.

For each newy received or replacenent feasible route, the |ocal BGP
speaker determnmines a degree of preference as foll ows:

If the route is learned froman internal peer, either the value of
the LOCAL _PREF attribute is taken as the degree of preference, or
the | ocal system conputes the degree of preference of the route
based on preconfigured policy information. Note that the latter
may result in formation of persistent routing |oops.

If the route is learned froman external peer, then the |ocal BGP
speaker conputes the degree of preference based on preconfigured
policy information. |If the return value indicates the route is
ineligible, the route MAY NOT serve as an input to the next phase
of route selection; otherwise, the return value MJST be used as
the LOCAL_PREF value in any |BGP readvertisenent.

The exact nature of this policy information, and the conputation
involved, is a local matter.

1.2. Phase 2: Route Sel ection

The Phase 2 decision function is invoked on conpletion of Phase 1.
The Phase 2 function is a separate process, which conpletes when it
has no further work to do. The Phase 2 process considers all routes
that are eligible in the Adj-RIBs-In.
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The Phase 2 decision function is blocked fromrunning while the Phase
3 decision function is in process. The Phase 2 function | ocks al
Adj-RIBs-1n prior to cormencing its function, and unl ocks them on
conpl eti on.

If the NEXT_HOP attribute of a BGP route depicts an address that is
not resolvable, or if it would becone unresolvable if the route was
installed in the routing table, the BGP route MJIST be excluded from
the Phase 2 decision function

If the AS PATH attribute of a BGP route contains an AS | oop, the BGP
route should be excluded fromthe Phase 2 decision function. AS | oop
detection is done by scanning the full AS path (as specified in the
AS PATH attribute), and checking that the autononous system nunber of
the | ocal system does not appear in the AS path. Operations of a BGP
speaker that is configured to accept routes with its own aut ononous
system nunber in the AS path are outside the scope of this docunent.

It is critical that BGP speakers within an AS do not make conflicting
deci sions regarding route selection that woul d cause forwardi ng | oops
to occur.

For each set of destinations for which a feasible route exists in the
Adj-RI Bs-In, the |ocal BGP speaker identifies the route that has:

a) the highest degree of preference of any route to the sanme set
of destinations, or

b) is the only route to that destination, or

c) is selected as a result of the Phase 2 tie breaking rules
specified in Section 9.1.2.2.

The | ocal speaker SHALL then install that route in the Loc-RI B
replacing any route to the sane destination that is currently being
held in the Loc-RIB. When the new BG route is installed in the
Routing Table, care nust be taken to ensure that existing routes to
the sane destination that are now considered invalid are renoved from
the Routing Table. Wether the new BGP route replaces an existing
non-BGP route in the Routing Tabl e depends on the policy configured
on the BGP speaker

The | ocal speaker MUST determi ne the inmedi ate next-hop address from
the NEXT_HOP attribute of the selected route (see Section 5.1.3). |If
either the immedi ate next-hop or the 1 GP cost to the NEXT_HOP (where
the NEXT_HOP is resolved through an | GP route) changes, Phase 2 Route
Sel ection MJST be perforned again.
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Notice that even though BGP routes do not have to be installed in the
Routing Table with the imredi ate next-hop(s), inplenmentati ons MIST
take care that, before any packets are forwarded al ong a BGP route,
its associated NEXT _HOP address is resolved to the inmediate
(directly connected) next-hop address, and that this address (or

mul tiple addresses) is finally used for actual packet forwarding.

Unresol vabl e routes SHALL be renoved fromthe Loc-RI B and the routing
table. However, correspondi ng unresol vabl e routes SHOULD be kept in
the Adj-RIBs-In (in case they becone resol vabl e).

9.1.2.1. Route Resolvability Condition

As indicated in Section 9.1.2, BGP speakers SHOULD excl ude
unresol vabl e routes fromthe Phase 2 decision. This ensures that
only valid routes are installed in Loc-RIB and the Routing Tabl e.

The route resolvability condition is defined as foll ows:

1) Aroute Rel, referencing only the internedi ate network
address, is considered resolvable if the Routing Table contains
at | east one resolvable route Rte2 that matches Riel's
i ntermedi ate network address and is not recursively resol ved
(directly or indirectly) through Rtel. [|f nultiple matching
routes are available, only the | ongest matching route SHOULD be
consi der ed.

2) Routes referencing interfaces (wth or without internediate
addresses) are considered resolvable if the state of the
referenced interface is up and if |IP processing is enabled on
this interface.

BGP routes do not refer to interfaces, but can be resol ved through
the routes in the Routing Table that can be of both types (those that
specify interfaces or those that do not). |IGP routes and routes to
directly connected networks are expected to specify the outbound
interface. Static routes can specify the outbound interface, the

i nt ermedi at e address, or both.

Note that a BGP route is considered unresolvable in a situation where
the BGP speaker’s Routing Table contains no route nmatching the BGP
route’s NEXT_HOP. Mitually recursive routes (routes resolving each
other or thenselves) also fail the resolvability check

It is also inportant that inplenentations do not consider feasible
routes that woul d becone unresolvable if they were installed in the
Routing Table, even if their NEXT _HOPs are resol vabl e using the
current contents of the Routing Table (an exanple of such routes
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woul d be mutually recursive routes). This check ensures that a BGP
speaker does not install routes in the Routing Table that will be
renoved and not used by the speaker. Therefore, in addition to |oca
Routing Table stability, this check also i nproves behavior of the
protocol in the network.

Whenever a BCGP speaker identifies a route that fails the
resol vability check because of nutual recursion, an error nmessage
SHOULD be | ogged.

9.1.2.2. Breaking Ties (Phase 2)

Inits Adj-RIBs-1n, a BGP speaker nay have several routes to the sane
destination that have the same degree of preference. The |oca
speaker can select only one of these routes for inclusion in the
associ ated Loc-RIB. The l|ocal speaker considers all routes with the
same degrees of preference, both those received frominternal peers,
and those received fromexternal peers.

The follow ng tie-breaking procedure assunmes that, for each candidate
route, all the BGP speakers within an autononbus system can ascertain
the cost of a path (interior distance) to the address depicted by the
NEXT _HOP attribute of the route, and foll ow the sane route sel ection
al gorithm

The tie-breaking algorithm begins by considering all equally
preferable routes to the same destination, and then selects routes to
be renoved from consideration. The algorithmterni nates as soon as
only one route renains in consideration. The criteria MJST be
applied in the order specified.

Several of the criteria are described using pseudo-code. Note that
t he pseudo-code shown was chosen for clarity, not efficiency. It is
not intended to specify any particular inplenentation. BGP

i mpl enment ati ons MAY use any al gorithmthat produces the sane results
as those described here.

a) Renove from consideration all routes that are not tied for
havi ng the smal |l est nunber of AS nunbers present in their
AS PATH attributes. Note that when counting this nunber, an
AS SET counts as 1, no matter how nmany ASes are in the set.

b) Renove from consideration all routes that are not tied for
having the lowest Oigin nunber in their Origin attribute.
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Renove from consideration routes with | ess-preferred

MULTI _EXIT_DISC attributes. MILTI_EXIT DISCis only conparable
between routes | earned fromthe same nei ghboring AS (the

nei ghboring AS is deternmined fromthe AS PATH attribute).

Routes that do not have the MULTI _EXIT DI SC attribute are
considered to have the | owest possible MILTI_EX T_D SC val ue.

This is also described in the foll ow ng procedure:

for m= all routes still under consideration

Rekht er,

for n = all routes still under consideration
i f (neighborAS(n) == nei ghbor AS(n)) and (MED(n) < MED(NM))
renove route mfrom consi deration

In the pseudo-code above, MED(n) is a function that returns the
value of route n's MILTI _EXIT DISC attribute. |If route n has
no MULTI _EXIT DI SC attribute, the function returns the | owest
possi ble MIULTI_EXIT DI SC value (i.e., 0).

Simlarly, neighborAS(n) is a function that returns the

nei ghbor AS fromwhich the route was received. |If the route is
| earned via I BGP, and the other |BGP speaker didn't originate
the route, it is the neighbor AS from which the other |BGP
speaker learned the route. |If the route is |earned via |IBGP
and the other | BGP speaker either (a) originated the route, or
(b) created the route by aggregation and the AS PATH attribute
of the aggregate route is either enpty or begins with an

AS SET, it is the local AS.

If a MILTI_EXIT DI SC attribute is renmoved before re-adverti sing
a route into | BGP, then conparison based on the recei ved EBGP
MULTI _EXIT_DI SC attribute MAY still be performed. |If an

i npl ement ati on chooses to renove MIULTI_EXIT D SC, then the
optional conparison on MILTI_EXIT DISC, if performed, MJST be
perfornmed only anong EBGP-I| earned routes. The best EBGP-

| earned route may then be conpared with |1 BGP-1earned routes
after the renoval of the MULTI_EXIT_DISC attribute. If

MULTI _EXIT DI SC is renoved froma subset of EBGP-Iearned
routes, and the selected "best" EBGP-learned route will not
have MULTI _EXI T _DI SC renoved, then the MIULTI _EXI T_DI SC nust be
used in the conparison with | BGP-|earned routes. For |BGP-

| earned routes, the MILTI _EXIT DI SC MJUST be used in route
comparisons that reach this step in the Decision Process.

I ncluding the MILTI _EXIT_DI SC of an EBGP-1earned route in the
comparison with an | BGP-1earned route, then renoving the

MULTI _EXIT DI SC attribute, and advertising the route has been
proven to cause route | oops.

et al. St andards Track [ Page 81]



RFC 4271 BGP- 4 January 2006

d) If at |east one of the candidate routes was received via EBGP
renmove fromconsideration all routes that were received via
| BGP.

e) Renove from consideration any routes with | ess-preferred
interior cost. The interior cost of a route is determ ned by
calculating the metric to the NEXT_HOP for the route using the
Routing Table. |If the NEXT_HOP hop for a route is reachable,
but no cost can be determined, then this step should be skipped
(equival ently, consider all routes to have equal costs).

This is also described in the foll ow ng procedure.

for m= all routes still under consideration
for n = all routes in still under consideration
if (cost(n) is lower than cost(n))
renove m from consi deration

In the pseudo-code above, cost(n) is a function that returns
the cost of the path (interior distance) to the address given
in the NEXT_HOP attribute of the route.

f) Renove from consideration all routes other than the route that
was advertised by the BGP speaker with the | owest BGP
I dentifier val ue.

g) Prefer the route received fromthe | owest peer address.

9.1.3. Phase 3: Route Dissenination

The Phase 3 decision function is invoked on conpl etion of Phase 2, or
when any of the followi ng events occur:

a) when routes in the Loc-RIB to |ocal destinations have changed

b) when locally generated routes |earned by means outside of BGP
have changed

c) when a new BGP speaker connection has been established

The Phase 3 function is a separate process that conpletes when it has
no further work to do. The Phase 3 Routing Decision function is

bl ocked fromrunning while the Phase 2 decision function is in
process.

Al routes in the Loc-RIB are processed into Adj-RI Bs-Qut according

to configured policy. This policy MAY exclude a route in the Loc-RIB
frombeing installed in a particular Adj-RIB-Qut. A route SHALL NOT
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be installed in the Adj-Ri b-Qut unless the destination, and NEXT_HOP
described by this route, may be forwarded appropriately by the
Routing Table. If aroute in Loc-RIB is excluded froma particul ar
Adj -RIB-Qut, the previously advertised route in that Adj-R B-Qut MJST
be withdrawn from service by neans of an UPDATE nessage (see 9.2).

Rout e aggregation and information reduction techni ques (see Section
9.2.2.1) may optionally be applied.

Any |l ocal policy that results in routes being added to an Adj-RI B-Qut
wi thout al so being added to the | ocal BGP speaker’s forwarding table
is outside the scope of this docunent.

When the updating of the Adj-RIBs-Qut and the Routing Table is
compl ete, the | ocal BGP speaker runs the Update-Send process of 9.2.

9.1.4. Overlappi ng Routes

A BGP speaker may transmit routes with overlapping Network Layer
Reachability Information (NLRI) to another BGP speaker. NLRI overlap
occurs when a set of destinations are identified in non-nmatching

mul tiple routes. Because BGP encodes NLRI using |IP prefixes, overlap
wi Il always exhibit subset relationships. A route describing a
smal | er set of destinations (a longer prefix) is said to be nore
specific than a route describing a | arger set of destinations (a
shorter prefix); simlarly, a route describing a | arger set of
destinations is said to be | ess specific than a route describing a
smal | er set of destinations.

The precedence rel ationship effectively deconposes | ess specific
routes into two parts:

- a set of destinations described only by the | ess specific route,
and

- a set of destinations described by the overlap of the |ess
specific and the nore specific routes

The set of destinations described by the overlap represents a portion
of the less specific route that is feasible, but is not currently in
use. |If a nore specific route is |later withdrawn, the set of
destinations described by the overlap will still be reachabl e using
the |l ess specific route.

If a BGP speaker receives overlapping routes, the Decision Process
MUST consi der both routes based on the configured acceptance policy.
If both a less and a nore specific route are accepted, then the

Deci sion Process MJST install, in Loc-RIB, either both the less and
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the nmore specific routes or aggregate the two routes and install, in
Loc-RI B, the aggregated route, provided that both routes have the
same val ue of the NEXT_HOP attribute.

If a BGP speaker chooses to aggregate, then it SHOULD either include
all ASes used to formthe aggregate in an AS SET, or add the

ATOM C_AGGREGATE attribute to the route. This attribute is now
primarily informational. Wth the elimnation of IP routing
protocol s that do not support classless routing, and the elimnation
of router and host inplenentations that do not support cl assless
routing, there is no |longer a need to de-aggregate. Routes SHOULD
NOT be de-aggregated. |In particular, a route that carries the

ATOM C_AGGREGATE attribute MJUST NOT be de-aggregated. That is, the
NLRI of this route cannot be nore specific. Forwarding along such a
route does not guarantee that |IP packets will actually traverse only
ASes listed in the AS PATH attri bute of the route.

9.2. Update-Send Process

The Updat e- Send process is responsible for advertisi ng UPDATE
messages to all peers. For exanple, it distributes the routes chosen
by the Decision Process to other BGP speakers, which may be | ocated
in either the sane autononbus system or a nei ghboring autononous
system

When a BGP speaker receives an UPDATE nmessage from an internal peer,
the receiving BGP speaker SHALL NOT re-distribute the routing
i nformati on contained in that UPDATE nessage to other internal peers
(unl ess the speaker acts as a BGP Route Reflector [RFC2796]).

As part of Phase 3 of the route selection process, the BGP speaker
has updated its Adj-RIBs-Qut. Al newy installed routes and al
new y unfeasible routes for which there is no replacenent route SHALL
be advertised to its peers by neans of an UPDATE nessage.

A BGP speaker SHOULD NOT advertise a given feasible BGP route from
its Adj-RIB-Qut if it would produce an UPDATE nessage containing the
same BGP route as was previously advertised.

Any routes in the Loc-RI B marked as unfeasi ble SHALL be renobved.
Changes to the reachabl e destinations within its own aut ononous
system SHALL al so be advertised in an UPDATE nessage.

If, due to the limts on the maxi mum size of an UPDATE nessage (see
Section 4), a single route doesn’'t fit into the nmessage, the BGP
speaker MJST not advertise the route to its peers and MAY choose to
log an error locally.
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9.2.1. Controlling Routing Traffic Overhead

The BGP protocol constrains the amount of routing traffic (that is,
UPDATE nessages), in order to limt both the Iink bandw dth needed to
adverti se UPDATE nessages and t he processing power needed by the

Deci sion Process to digest the information contained in the UPDATE
nmessages.

9.2.1.1. Frequency of Route Advertisenent

The paraneter M nRout eAdvertisenentlnterval Ti ner determ nes the

m ni mum amount of tine that nust el apse between an adverti senent
and/ or withdrawal of routes to a particular destination by a BGP
speaker to a peer. This rate limting procedure applies on a per-
destination basis, although the val ue of

M nRout eAdvertisenentlinterval Tiner is set on a per BGP peer basis.

Two UPDATE nessages sent by a BGP speaker to a peer that advertise
feasi bl e routes and/or wi thdrawal of unfeasible routes to sone conmon
set of destinations MJST be separated by at |east

M nRout eAdvertisenmentinterval Tiner. This can only be achi eved by
keeping a separate timer for each conmon set of destinations. This
woul d be unwarranted overhead. Any technique that ensures that the
i nterval between two UPDATE nessages sent from a BGP speaker to a
peer that advertise feasible routes and/or w thdrawal of unfeasible
routes to some common set of destinations will be at |east

M nRout eAdvertisenmentinterval Tiner, and will also ensure that a
constant upper bound on the interval is acceptable.

Since fast convergence is needed within an autononous system either
(a) the M nRout eAdvertisenentlnterval Timer used for internal peers
SHOULD be shorter than the M nRout eAdverti sement|nterval Ti mer used
for external peers, or (b) the procedure describe in this section
SHOULD NOT apply to routes sent to internal peers.

This procedure does not limt the rate of route selection, but only
the rate of route advertisenent. |If new routes are selected nultiple
times while awaiting the expiration of

M nRout eAdvertisenmentlnterval Tiner, the |last route selected SHALL be
advertised at the end of M nRouteAdvertisenentlnterval Ti nmer.

9.2.1.2. Frequency of Route Origination
The paraneter M nASOrigi nationlnterval Ti ner determines the mni num
anount of time that nust el apse between successive advertisenents of

UPDATE nessages that report changes within the advertising BGP
speaker’s own autononobus systens.
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9.2.2. Efficient Organization of Routing Information

Havi ng selected the routing information it will advertise, a BGP
speaker may avail itself of several nethods to organize this
information in an efficient manner.

9.2.2.1. Information Reduction

Information reduction may inply a reduction in granularity of policy
control - after information is collapsed, the sane policies wll
apply to all destinations and paths in the equival ence cl ass.

The Decision Process may optionally reduce the anount of information
that it will place in the Adj-RIBs-Qut by any of the foll ow ng
met hods:

a) Network Layer Reachability Information (NLRI):

Destination | P addresses can be represented as | P address
prefixes. |n cases where there is a correspondence between the
address structure and the systems under control of an

aut ononous systemadm nistrator, it will be possible to reduce
the size of the NLRI carried in the UPDATE nessages.

b) AS PATHs:

AS path information can be represented as ordered AS SEQUENCEs
or unordered AS SETs. AS SETs are used in the route
aggregation algorithmdescribed in Section 9.2.2.2. They
reduce the size of the AS PATH information by listing each AS
number only once, regardl ess of how many tines it may have
appeared in nultiple AS PATHs that were aggregat ed.

An AS SET inplies that the destinations listed in the NLRI can
be reached through paths that traverse at | east sonme of the
constituent autononous systens. AS SETs provide sufficient
information to avoid routing information | oopi ng; however,
their use may prune potentially feasible paths because such
paths are no longer listed individually in the form of

AS SEQUENCES. In practice, this is not likely to be a problem
because once an | P packet arrives at the edge of a group of
aut ononous systems, the BGP speaker is likely to have nore
detailed path information and can distingui sh individual paths
from destinations.
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9.2.2.2. Aggregating Routing Information

Aggregation is the process of conbining the characteristics of
several different routes in such a way that a single route can be
advertised. Aggregation can occur as part of the Decision Process to
reduce the amount of routing information that will be placed in the
Adj - Rl Bs- Qut .

Aggregation reduces the amount of information that a BGP speaker nust
store and exchange with ot her BGP speakers. Routes can be aggregated
by applying the follow ng procedure, separately, to path attributes
of the sane type and to the Network Layer Reachability |Information.

Routes that have different MIULTI _EXIT DI SC attributes SHALL NOT be
aggr egat ed.

If the aggregated route has an AS SET as the first elenent inits
AS_PATH attribute, then the router that originates the route SHOULD
NOT advertise the MILTI_EXIT DI SC attribute with this route.

Path attributes that have different type codes cannot be aggregated
together. Path attributes of the sane type code nay be aggregated,
according to the follow ng rules:

NEXT_HOP:
When aggregating routes that have different NEXT_HOP
attributes, the NEXT_HOP attribute of the aggregated route
SHALL identify an interface on the BGP speaker that perforns
t he aggregati on.

ORIG N attribute:
If at | east one route anong routes that are aggregated has
CRIG@ N with the value | NCOWLETE, then the aggregated route
MUST have the ORIG N attribute with the val ue | NCOWLETE.
O herwise, if at |east one route anong routes that are
aggregated has ORIGA@ N with the value EGP, then the aggregated
route MJST have the ORIA N attribute with the value EGP. In
all other cases,, the value of the ORIG N attribute of the
aggregated route is | GP.

AS PATH attri bute:
If routes to be aggregated have identical AS PATH attri butes,
then the aggregated route has the same AS_PATH attribute as
each individual route.

For the purpose of aggregating AS PATH attributes, we nodel

each AS within the AS PATH attribute as a tuple <type, val ue>,
where "type" identifies a type of the path segnent the AS
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bel ongs to (e.g., AS_SEQUENCE, AS SET), and "value" identifies
the AS nunber. |If the routes to be aggregated have different
AS PATH attributes, then the aggregated AS PATH attri bute SHALL
satisfy all of the follow ng conditions:

- all tuples of type AS SEQUENCE in the aggregated AS_PATH
SHALL appear in all of the AS PATHs in the initial set of
routes to be aggregated.

- all tuples of type AS SET in the aggregated AS PATH SHALL
appear in at least one of the AS PATHs in the initial set
(they nmay appear as either AS SET or AS SEQUENCE types).

- for any tuple X of type AS SEQUENCE in the aggregated
AS_PATH, which precedes tuple Y in the aggregated AS PATH,
X precedes Y in each AS PATH in the initial set, which
contains Y, regardless of the type of V.

- No tuple of type AS SET with the sane val ue SHALL appear
nmore than once in the aggregated AS PATH.

- Multiple tuples of type AS SEQUENCE with the sane val ue may
appear in the aggregated AS PATH only when adjacent to
anot her tuple of the same type and val ue.

An inmpl enentati on may choose any al gorithmthat confornms to
these rules. At a minimum a conformant inplementation SHALL
be able to performthe following algorithmthat neets all of
t he above conditions:

- determine the |l ongest |eading sequence of tuples (as
defined above) conmon to all the AS PATH attributes of the
routes to be aggregated. Make this sequence the |eading
sequence of the aggregated AS PATH attri bute.

- set the type of the rest of the tuples fromthe AS PATH
attributes of the routes to be aggregated to AS SET, and
append themto the aggregated AS PATH attri bute.

- if the aggregated AS PATH has nore than one tuple with the
same value (regardless of tuple s type), elimnate all but
one such tuple by deleting tuples of the type AS SET from
the aggregated AS PATH attri bute.

- for each pair of adjacent tuples in the aggregated AS PATH,
if both tuples have the same type, nerge themtogether, as
Il ong as doing so will not cause a segnent with a | ength
greater than 255 to be generated.
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Appendi x F, Section F.6 presents another algorithmthat
satisfies the conditions and allows for nore conplex policy
configurations.

ATOM C_AGGREGATE
If at | east one of the routes to be aggregated has
ATOM C_AGGREGATE path attribute, then the aggregated route
SHALL have this attribute as well

AGGREGATOR
Any AGGREGATOR attributes fromthe routes to be aggregated MJST
NOT be included in the aggregated route. The BGP speaker
perform ng the route aggregati on MAY attach a new AGGREGATCR
attribute (see Section 5.1.7).

9.3. Route Selection Criteria

General ly, additional rules for conparing routes anpng severa
alternatives are outside the scope of this docunent. There are two
exceptions:

- If the local AS appears in the AS path of the new route being
consi dered, then that new route cannot be viewed as better than
any other route (provided that the speaker is configured to
accept such routes). |If such a route were ever used, a routing
| oop could result.

- In order to achieve a successful distributed operation, only
routes with a likelihood of stability can be chosen. Thus, an
AS SHOULD avoi d using unstable routes, and it SHOULD NOT neke
rapi d, spontaneous changes to its choice of route. Quantifying
the ternms "unstable" and "rapid" (fromthe previous sentence)
will require experience, but the principle is clear. Routes
that are unstable can be "penalized" (e.g., by using the
procedures described in [ RFC2439]).

9.4. Oiginating BGP routes

A BGP speaker may originate BGP routes by injecting routing

i nformati on acquired by sonme other neans (e.g., via an IGP) into BGP
A BGP speaker that originates BGP routes assigns the degree of
preference (e.g., according to |ocal configuration) to these routes
by passing them through the Decision Process (see Section 9.1).

These routes MAY al so be distributed to other BGP speakers within the
| ocal AS as part of the update process (see Section 9.2). The

deci sion of whether to distribute non-BGP acquired routes within an
AS via BGP depends on the environnent within the AS (e.g., type of

| GP) and SHOULD be controlled via configuration.
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10.

BGP Ti ners

BGP enpl oys five timers: ConnectRetryTiner (see Section 8), Hol dTi mer
(see Section 4.2), KeepaliveTinmer (see Section 8),

M nASOri gi nationl nterval Tiner (see Section 9.2.1.2), and

M nRout eAdvertisenmentInterval Timer (see Section 9.2.1.1).

Two optional timers MAY be supported: Del ayQpenTi nmer, |dl eHol dTi mer
by BGP (see Section 8). Section 8 describes their use. The ful
operation of these optional tiners is outside the scope of this
docunent .

ConnectRetryTinme is a mandatory FSM attribute that stores the initial
val ue for the ConnectRetryTinmer. The suggested default value for the
ConnectRetryTime is 120 seconds.

Hol dTime is a mandatory FSM attri bute that stores the initial value
for the Hol dTimer. The suggested default value for the HoldTinme is
90 seconds.

During sonme portions of the state nmachine (see Section 8), the
Hol dTimer is set to a large value. The suggested default for this
| arge value is 4 m nutes.

The KeepaliveTine is a mandatory FSM attribute that stores the
initial value for the KeepaliveTiner. The suggested default val ue
for the KeepaliveTine is 1/3 of the Hol dTi ne.

The suggested default value for the MnASCOriginationlnterval Timer is
15 seconds.

The suggested default value for the
M nRout eAdverti senent | nterval Ti mer on EBGP connections is 30 seconds.

The suggested default value for the
M nRout eAdverti senmentlnterval Timer on | BG® connections is 5 seconds.

An i nmpl enentation of BGP MJUST all ow the Hol dTi mer to be configurable
on a per-peer basis, and MAY allow the other tinmers to be
confi gurabl e.

To mininmize the likelihood that the distribution of BGP nmessages by a
gi ven BGP speaker will contain peaks, jitter SHOULD be applied to the
timers associated with M nASCri gi nationlnterval Ti mer, KeepaliveTi ner,
M nRout eAdverti senment| nterval Tiner, and ConnectRetryTimer. A given
BGP speaker MAY apply the sane jitter to each of these quantities,
regardl ess of the destinations to which the updates are being sent;
that is, jitter need not be configured on a per-peer basis.
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The suggested default anmount of jitter SHALL be determi ned by

mul ti plying the base value of the appropriate timer by a random
factor, which is uniformy distributed in the range fromO0.75 to 1.0.
A new random val ue SHOULD be picked each tinme the timer is set. The
range of the jitter’s random val ue MAY be confi gurabl e.
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Appendi x A.  Conparison with RFC 1771

There are numerous editorial changes in conparison to [RFCL771] (too
many to list here).

The following Iist the technical changes:
Changes to reflect the usage of features such as TCP MD5
[ RFC2385], BGP Route Reflectors [RFC2796], BGP Conf ederations
[ RFC3065], and BGP Route Refresh [ RFC2918].

Clarification of the use of the BGP Identifier in the AGGREGATOR
attribute.

Procedures for inposing an upper bound on the nunber of prefixes
that a BGP speaker woul d accept from a peer.

The ability of a BGP speaker to include nore than one instance of
its owmn AS in the AS PATH attribute for the purpose of inter-AS
traffic engineering.

Clarification of the various types of NEXT_ HOPs.

Clarification of the use of the ATOM C AGGREGATE attri bute.

The rel ati onshi p between the i medi ate next hop, and the next hop
as specified in the NEXT_HOP path attribute.

Clarification of the tie-breaking procedures.
Clarification of the frequency of route advertisenents.

Optional Paraneter Type 1 (Authentication Information) has been
depr ecat ed.

UPDATE Message Error subcode 7 (AS Routing Loop) has been
depr ecat ed.

OPEN Message Error subcode 5 (Authentication Failure) has been
depr ecat ed.

Use of the Marker field for authentication has been deprecat ed.
| mpl enent ati ons MJUST support TCP MD5 [ RFC2385] for authentication.

Clarification of BGP FSM
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Appendi x B. Conparison with RFC 1267
Al'l the changes listed in Appendix A, plus the foll ow ng.

BGP-4 is capabl e of operating in an environnent where a set of
reachabl e destinations nmay be expressed via a single |P prefix. The
concept of network classes, or subnetting, is foreign to BGP-4. To
acconmodat e these capabilities, BGP-4 changes the semantics and
encodi ng associated with the AS PATH attribute. New text has been
added to define semantics associated with | P prefixes. These
abilities allow BGP-4 to support the proposed supernetting schene

[ RFC1518, RFC1519].

To sinplify configuration, this version introduces a new attribute,
LOCAL_PREF, that facilitates route selection procedures.

The I NTER_AS METRIC attribute has been renamed MULTI _EXI T DI SC

A new attribute, ATOM C _AGGREGATE, has been introduced to insure that
certain aggregates are not de-aggregated. Another new attribute,
AGCREGATOR, can be added to aggregate routes to advertise which AS
and whi ch BGP speaker within that AS caused the aggregation.

To ensure that Hold Timers are symmetric, the Hold Tiner is now
negoti ated on a per-connection basis. Hold Tiners of zero are now
support ed.

Appendi x C. Conparison with RFC 1163
Al'l of the changes listed in Appendices A and B, plus the foll ow ng.
To detect and recover from BGP connection collision, a new field (BGP
Identifier) has been added to the OPEN nessage. New text (Section
6.8) has been added to specify the procedure for detecting and
recovering fromecollision
The new document no longer restricts the router that is passed in the
NEXT_HOP path attribute to be part of the sane Autononmpbus System as
the BGP Speaker.

The new docunent optim zes and sinplifies the exchange of infornmation
about previously reachabl e routes.
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Appendi x D. Conparison with RFC 1105

Al'l of the changes listed in Appendices A B, and C, plus the
fol | owi ng.

M nor changes to the [RFCL105] Finite State Machine were necessary to
accommodat e the TCP user interface provided by BSD version 4. 3.

The notion of Up/Down/Horizontal relations presented in RFC 1105 has
been renoved fromthe protocol

The changes in the nessage format from RFC 1105 are as fol |l ows:

1. The Hold Tine field has been renpbved fromthe BGP header and
added to the OPEN message.

2. The version field has been renoved fromthe BG header and
added to the OPEN nessage.

3. The Link Type field has been renoved fromthe OPEN nessage.

4. The OPEN CONFI RM nessage has been elinmnated and replaced with
inmplicit confirmation, provided by the KEEPALI VE nessage.

5. The format of the UPDATE nessage has been changed
significantly. New fields were added to the UPDATE nessage to
support multiple path attributes.

6. The Marker field has been expanded and its role broadened to
support authenti cation.

Note that quite often BGP, as specified in RFC 1105, is referred to
as BGP-1; BGP, as specified in [RFCL163], is referred to as BGP-2
BGP, as specified in RFC 1267 is referred to as BGP-3; and BGP, as
specified in this docunent is referred to as BGP-4.

Appendi x E.  TCP Options that May Be Used with BGP
If a local system TCP user interface supports the TCP PUSH function
then each BGP nessage SHOULD be transmitted with PUSH fl ag set.
Setting PUSH flag forces BGP nessages to be transnitted to the
receiver promptly.
If a local system TCP user interface supports setting the DSCP field
[ RFC2474] for TCP connections, then the TCP connection used by BGP
SHOULD be opened with bits 0-2 of the DSCP field set to 110 (binary).

An i nmpl enentati on MJST support the TCP MD5 option [ RFC2385].
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Appendi x F. I nplementati on Reconmendati ons
This section presents sone inplenentati on recommendati ons.
Appendi x F.1. Miltiple Networks Per Message

The BGP protocol allows for multiple address prefixes with the sane
path attributes to be specified in one nmessage. Using this
capability is highly reconmended. Wth one address prefix per
nmessage there is a substantial increase in overhead in the receiver
Not only does the system overhead increase due to the reception of
mul ti pl e messages, but the overhead of scanning the routing table for
updates to BGP peers and other routing protocols (and sending the
associ ated nmessages) is incurred nultiple times as well.

One nethod of building nessages that contain many address prefixes
per path attribute set froma routing table that is not organi zed on
a per path attribute set basis is to build nany nessages as the
routing table is scanned. As each address prefix is processed, a
message for the associated set of path attributes is allocated, if it
does not exist, and the new address prefix is added to it. |If such a
message exists, the new address prefix is appended to it. |If the
message | acks the space to hold the new address prefix, it is
transmtted, a new nessage is allocated, and the new address prefix
is inserted into the new nessage. Wen the entire routing table has
been scanned, all allocated nessages are sent and their resources are
rel eased. Maxi num conpression is achieved when all destinations
covered by the address prefixes share a commopn set of path
attributes, naking it possible to send nmany address prefixes in one
4096- byt e nessage.

When peering with a BGP inplenentation that does not conpress
mul ti pl e address prefixes into one nessage, it may be necessary to
take steps to reduce the overhead fromthe flood of data received
when a peer is acquired or when a significant network topol ogy change
occurs. One nmethod of doing this is to linmt the rate of updates.
This will elimnate the redundant scanning of the routing table to
provi de flash updates for BGP peers and other routing protocols. A
di sadvantage of this approach is that it increases the propagation

| atency of routing information. By choosing a mininmumflash update
interval that is not nmuch greater than the tine it takes to process
the multiple nessages, this |atency should be mnimzed. A better
met hod would be to read all received nessages before sendi ng updates.
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Appendi x F.2. Reducing Route Flapping

To avoi d excessive route flapping, a BGP speaker that needs to
wi thdraw a destination and send an update about a nore specific or
| ess specific route should conbine theminto the sane UPDATE nessage.

Appendi x F. 3. Path Attribute Odering

I mpl enent ati ons that conbi ne update nessages (as descri bed above in
Section 6.1) may prefer to see all path attributes presented in a
known order. This permits themto quickly identify sets of
attributes fromdifferent update nessages that are semantically
identical. To facilitate this, it is a useful optimzation to order
the path attributes according to type code. This optimization is
entirely optional

Appendi x F. 4. AS SET Sorting

Anot her useful optimzation that can be done to sinplify this
situation is to sort the AS nunbers found in an AS SET. This
optimzation is entirely optional

Appendi x F.5. Control Over Version Negotiation

Because BGP-4 is capable of carrying aggregated routes that cannot be
properly represented in BGP-3, an inplenmentation that supports BGP-4
and anot her BGP version should provide the capability to only speak
BGP-4 on a per-peer basis.

Appendi x F. 6. Conpl ex AS_PATH Aggregation

An inmpl enentation that chooses to provide a path aggregation
algorithmretaining significant amounts of path information may w sh
to use the follow ng procedure:

For the purpose of aggregating AS PATH attributes of two routes,
we nodel each AS as a tuple <type, value> where "type" identifies
a type of the path segnent the AS belongs to (e.g., AS_SEQUENCE
AS _SET), and "value" is the AS nunmber. Two ASes are said to be
the sane if their correspondi ng <type, value> tuples are the sane.

The algorithmto aggregate two AS PATH attri butes works as
fol | ows:

a) ldentify the same ASes (as defined above) within each
AS PATH attribute that are in the sane relative order within
both AS PATH attributes. Two ASes, X and Y, are said to be
in the sanme order if either
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- X precedes Y in both AS PATH attri butes, or
- Y precedes X in both AS PATH attri butes.

b) The aggregated AS PATH attri bute consists of ASes identified
in (a), in exactly the sane order as they appear in the
AS PATH attributes to be aggregated. |If two consecutive
ASes identified in (a) do not inmmediately follow each other
in both of the AS PATH attributes to be aggregated, then the
i ntervening ASes (ASes that are between the two consecutive
ASes that are the sane) in both attributes are conbined into
an AS SET path segnent that consists of the intervening ASes
fromboth AS PATH attributes. This segnent is then placed
between the two consecutive ASes identified in (a) of the
aggregated attribute. |If two consecutive ASes identified in
(a) imedi ately follow each other in one attribute, but do
not follow in another, then the intervening ASes of the
|atter are conbined into an AS SET path segnent. This
segnment is then placed between the two consecutive ASes
identified in (a) of the aggregated attribute.

c) For each pair of adjacent tuples in the aggregated AS_PATH,
if both tuples have the sanme type, nerge themtogether if
doing so will not cause a segnment of a length greater than
255 to be generat ed.

If, as a result of the above procedure, a given AS nunber appears
nmore than once within the aggregated AS PATH attribute, all but
the last instance (rightnost occurrence) of that AS nunber should
be renoved fromthe aggregated AS PATH attri bute.

Security Considerations

A BGP i npl enentati on MJST support the authentication nechani sm
specified in RFC 2385 [ RFC2385]. The authentication provided by this
mechani sm coul d be done on a per-peer basis.

BGP nmakes use of TCP for reliable transport of its traffic between
peer routers. To provide connection-oriented integrity and data
origin authentication on a point-to-point basis, BGP specifies use of
t he mechani sm defined in RFC 2385. These services are intended to
detect and reject active wiretapping attacks against the inter-router
TCP connections. Absent the use of mechanisms that effect these
security services, attackers can disrupt these TCP connections and/ or
masquerade as a legitimte peer router. Because the mechani sm
defined in the RFC does not provide peer-entity authentication, these
connections nmay be subject to sone forns of replay attacks that will
not be detected at the TCP layer. Such attacks might result in
delivery (from TCP) of "broken" or "spoofed" BGP nessages.
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The mechani sm defined in RFC 2385 augnents the nornmal TCP checksum
with a 16-byte nmessage authentication code (MAC) that is computed
over the sane data as the TCP checksum This MAC is based on a one-
way hash function (MD5) and use of a secret key. The key is shared
bet ween peer routers and is used to generate MAC val ues that are not
readily conputed by an attacker who does not have access to the key.
A conpliant inplenentation nust support this nechanism and nust

all ow a network administrator to activate it on a per-peer basis.

RFC 2385 does not specify a neans of managing (e.g., generating,
distributing, and replacing) the keys used to conpute the MAC. RFC
3562 [RFC3562] (an informational docunent) provides some guidance in

this area, and provides rationale to support this guidance. It notes
that a distinct key should be used for comunication with each
protected peer. |If the same key is used for multiple peers, the

of fered security services nmay be degraded, e.g., due to an increased
risk of conpromise at one router that adversely affects other
routers.

The keys used for MAC conputation should be changed periodically, to
mnimze the inpact of a key conpromi se or successful cryptanal ytic
attack. RFC 3562 suggests a crypto period (the interval during which
a key is enployed) of, at nost, 90 days. Mbdre frequent key changes
reduce the likelihood that replay attacks (as described above) wll
be feasible. However, absent a standard nmechani smfor effecting such
changes in a coordi nated fashi on between peers, one cannot assume
that BGP-4 inplenentations conplying with this RFC will support
frequent key changes.

Qbvi ously, each should key al so be chosen to be difficult for an
attacker to guess. The techniques specified in RFC 1750 for random
nunber generation provide a guide for generation of values that could
be used as keys. RFC 2385 calls for inplementations to support keys
"conposed of a string of printable ASCI|I of 80 bytes or less." RFC
3562 suggests keys used in this context be 12 to 24 bytes of random
(pseudo-random) bits. This is fairly consistent with suggestions for
anal ogous MAC al gorithns, which typically enploy keys in the range of
16 to 20 bytes. To provide enough randombits at the |low end of this
range, RFC 3562 al so observes that a typical ACSII text string would
have to be close to the upper bound for the key length specified in
RFC 2385.

BGP vul nerabilities analysis is discussed in [ RFC4272].
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| ANA Consi der ati ons

Al'l the BGP messages contain an 8-bit message type, for which | ANA
has created and is naintaining a registry entitled "BGP Message

Types". This docunment defines the foll owi ng nessage types:
Nare Val ue Definition
OPEN See Section

1
UPDATE 2 See Section
NOTI FI CATI ON 3 See Section
KEEPALI VE 4 See Section

b
BOTWN

Future assignnents are to be nmade using either the Standards Action
process defined in [RFC2434], or the Early I ANA All ocation process
defined in [ RFC4020]. Assignnments consist of a nane and the val ue.

The BGP UPDATE nessages nay carry one or nore Path Attributes, where
each Attribute contains an 8-bit Attribute Type Code. I1ANA is
al ready mai ntaining such a registry, entitled "BGP Path Attributes"”.
This docunment defines the followi ng Path Attributes Type Codes:

Nare Val ue Definition

ORIG N 1 See Section 5.1.1
AS_PATH 2 See Section 5.1.2
NEXT_HOP 3 See Section 5.1.3
MULTI _EXI T_DI SC 4 See Section 5.1.4
LOCAL_PREF 5 See Section 5.1.5
ATOM C_AGGREGATE 6 See Section 5.1.6
AGGREGATOR 7 See Section 5.1.7

Future assignnents are to be made using either the Standards Action
process defined in [RFC2434], or the Early I ANA All ocation process
defined in [ RFC4020]. Assignnments consist of a nane and the val ue.

The BGP NOTI FI CATI ON nessage carries an 8-bit Error Code, for which
| ANA has created and is maintaining a registry entitled "BGP Error

Codes". This docunent defines the follow ng Error Codes:
Nare Val ue Definition
Message Header Error 1 Section 6.1
OPEN Message Error 2 Section 6.2
UPDATE Message Error 3 Section 6.3
Hol d Ti nmer Expired 4 Section 6.5
Finite State Machine Error 5 Section 6.6
Cease 6 Section 6.7
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Future assignnents are to be nade using either the Standards Action
process defined in [RFC2434], or the Early | ANA All ocation process
defined in [ RFC4020]. Assignnments consist of a nane and the val ue.

The BGP NOTI FI CATI ON nessage carries an 8-bit Error Subcode, where
each Subcode has to be defined within the context of a particul ar
Error Code, and thus has to be unique only within that context.

| ANA has created and is maintaining a set of

registries, "Error

Subcodes", with a separate registry for each BG Error Code. Future

assignnents are to be nade using either the Standards Action process

defined in [ RFC2434], or the Early | ANA All ocation process defined in
[ RFC4020]. Assignments consist of a nane and the val ue.

Thi s docunment defines the foll ow ng Message Header

Connection Not Synchronized 1
Bad Message Length 2
Bad Message Type 3

Error subcodes:

Definition

See
See
See

Section 6.1
Section 6.1
Section 6.1

Thi s docunent defines the followi ng OPEN Message Error subcodes:

Unsupported Version Nunber 1
Bad Peer AS 2
Bad BGP Identifier 3
Unsupported Optional Paraneter 4
[ Depr ecat ed] 5
Unaccept abl e Hol d Ti e 6

Definition

See
See
See
See
See
See

Thi s docunent defines the foll owi ng UPDATE Message

Narme Val ue

Mal formed Attribute List
Unrecogni zed Wl | -known Attribute
M ssing Well-known Attribute
Attribute Flags Error
Attribute Length Error
Invalid ORIG N Attribute

[ Depr ecat ed]

Invalid NEXT_HOP Attribute
Optional Attribute Error
Invalid Network Field

Mal f or med AS_PATH
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2
3
4
5
6
7
8
9
0
1

1
1

Section
Secti on
Secti on
Section
Appendi x A
Section 6.2

o000
NNNDN

Error subcodes:

inition

Section 6.3
Section 6.3
Section 6.3
Section 6.3
Section 6.3
Section 6.3
Appendi x A
Section 6.3
Section 6.3
Section 6.3
Section 6.3
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